JIS

JAPANESE
INDUSTRIAL
STANDARD

Translated and Published by
Japanese Standards Association

JIS X 6319-4

(JICSAP/]JSA)

Specification of implementation for
integrated circuit cards—

Part 4: High speed proximity cards

ICS 35.240.15
Reference number : JIS X 6319-4 : 2016 (E)

PROTECTED BY COPYRIGHT 65 S



X 6319-4 : 2016

Date of Establishment: 2005-07-20

Date of Revision: 2016-03-22

Date of Public Notice in Official Gazette: 2016-03-22

Investigated by: Japanese Industrial Standards Committee
Standards Board for IEC area

Technical Committee on Information

JIS X 6319-4:2016, First English edition published in 2017-01

Translated and published by: Japanese Standards Association
Mita MT Building, 3-13-12, Mita, Minato-ku, Tokyo, 108-0073 JAPAN

In the event of any doubts arising as to the contents,
the original JIS is to be the final authority.

© JSA 2017

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

Printed in Japan
AT

PROTECTED BY COPYRIGHT



X 6319-4: 2016

Contents
Page
| aN 7 070 KU Te1 A0 ) o R LT T TN 1
1 Scope ....................................................................................................................... 1
2 NoOTMAtIVE TeTeTEIICES v verirreriiiitiiiiiiiiiiiiiiiiiitre ittt eaeta et etstsastsetsaaaseas 2
3 Terms and definitions, abbreviations and symbols .- oeeeeeeeeeeiiiiininn, 3
3.1 Terms and defiNitions «coceeeeeerrerrtermmiiiiiiiiiiri et et e e aeaeaes 3
3.2 Abbreviations and SYmbDoLs ««oeeeeeerrermiiinnii 6
4 Physica] ClaTaCtETISTICS  rererererrirrertiiiiiii et e e ae e eaaee 6
4.1 General physical characteristics oo oo 6
4.2 I ITTI@TASTOTLS +vvevvreverererererereronerneesterstestesetesesenessntssesscesacssessssssasssssessosnsssrsssrssarssasones 7
4.3 SUTTACE CONATEIOTY +vvvvrvreereneememtmtiiiiiii ittt ettt ettt esieseneaseeaiaes 7
4.4 Substrate material «ccccceeeeeerriniii s e a e 7
4.5 Additional physical ChaTaCteriSTICS < oovrvrerrrererererririiiiiiiiiiiiiiiiiii i reeeneaes 7
5 ALY INTETTACE «coveereiniiiiiii e 9
5.1 POWeET £ramn S er coocoeererrieieintiiiiiriiieiiiierirre ittt it as et e er s e e e as e s sanaas 9
5.2 Communication signal interface from PCD to PICC ----erveveieeiiiiiiiiie 9
5.3 Communication signal interface from PICC to PCD ----eeeoeeeeieieiiiiiiinieennennn, 11
6 Character, frame format and response tlmlng ............................................... 11
6.1 Character tTranSIIIISSIOTL s erereevrercesteresettrntintsariettisiistiastrssessssscsesssesssassscssssssassssons 12
6.2 Frame fOTrmat ««ccoceeerreeeiemeiiiiiir i e 12
6.3 PICC response timing «reoeeeeeeereeremmimininniiitiiiiiiiitiitiii sttt sesenenne 14
7 Overview of command message and response MeESSAZE - ---wwrwrerrrerereeereeeeeneenn 15
8 Initialization, anticollision and state transition -----ceeeeeeeienniin 16
8.1 Communication INITIAlIZAtION - ooereerrrreerertersrirrieruereeietserieiarsecistacsseiseissserseraenssnes 16
8.2 Anticollision SEQUETICE +++vsvnssesssnnnsnnnnnmmuntnt bt bbb eaes 17
8.3 State Of PICC oot e 17
84 Anticollision response 1 7 S 21
85 REQ L0107 0 000 0= 1 6 e LT 21
8.6 REQ response (ATQ) -« - eoeeeeeemmmmmmiiii i 23
8.7 TWUP COMIMATIA cvrvrevrrreerrrnrseemiuiiteiiiiiiiiiiiiieitiietetitistietietstsseiessssserscraossssssasasssssense 26
8.8 WUP L =T] 010) TSI T T P PP PP P PP PP PP PPPRPPRRIRIS 27
8.9 HLT COMMEATNA cvcveerererenenemmimmiiiiiiitiiiiiieiiieeieteietttrtitietietttaeasistiestseseasassenenes 27
8.10 HLT reSPOISE coooteteeeererrrmmiieientitttitiiiiiii ettt e s s s s s s esane 27
811 ATTR COMIMATIA cvccvverereerrrreentaremarmintietaettretistiettesetettesiesesontsesstesesstsasssssasssosssnsaes 28
8.12 ATTR response .................................................................................................... 29
9 TFALE « v eeveeveeeeeeereee e e et e s et et e st e e e et et et et et s et et en e s et et et et et e e eeeete et eaeereean 31
(1)

PROTECTED BY COPYRIGHT



X 6319-4 : 2016

9.1 File OrZANIZATION «rerrrrrrrrriiii 31
992 File 1774 01T T LLLLLITIIEIIIPPPPPPYPPR 32
93 Organization of files «weeeeeerrrriiiin 34
94 3 0 R 35
9.5 Access type £0 SETVICE TIlE teevverermiiiiiii 35
10 Command and TESPOTILSE +revveenerasarerersttiutetaienttetttttti et e et te ettt e e e e e ettt as 41
10.1 List of commands and TESPOILSES ++orerererererrrarrrrrtitiiiiiiiiiiiiiiiieiiieaeieieaeseiaseaa e, 41
10.2 PICC MOde tTamnSItiorm  ecererereeeeeerteririetmieiiiiiiitiietiieitiniirtieteieietetattiersiereistesesneneees 492
10.38 RequestService command and response «ccerereeeerrii 43
10.4 RequestResponse command and TESPOTISE #vvrrerernsersrernsnsarenunsattriiaiaretiiaranane, 44
10'5 Read Command and response ............................................................................ 44
10.6 Write command and TESPOTIISE +oeeeerrrrrrnnnnsetetetttiiiiiieeteee ittt te e e ettt 47
10.7  Authenticationl command and Authentication2 command ------ceoceeeeeeeenenene 48
10.8 SecureRead command and TESPOTISE «revererrrensreerinnertttiuiiitetiiiei et tereaeae 50
10.9 SecureWrite command and reSpOnSE «« oceeerrrrrriiinettititiiiiiiiirnn 50
10.10 Vendor unique command and TESPOTILSE +ovvervrerernnaserermmmmminiiiettneiittiiiaaenes 51
10'11 EXtended command and response ..................................................................... 51
10.12 NewAuthenticationl command and TESPOTIISE «+vroeeererrrrrnnenanaseeeieiiiuiieianieeasiiin 52
10.13 NewAuthentication2 command and response - oo 52
10.14 NewSecureRead command and TESPOIISE +revvrvrnnnnsreeerrmtiutiiaieietnietiiii e eeennan 53
10.15 NewSecureWrite command and response oo, 54
Annex A (informative) Security .................................................................................... 55
Annex B (informative) Examples of command sequence - oeeeeeeeninniinn. 60
Annex C (informative) Endian format --«-cocoeeerrrermmmiiii 75
Annex D (normative) PICC test methods «ccoeeeeerrreereimminiiiiiiiiiiiiiiiiiiciinieieeneeae, 76
Annex E (normative) PCD test methods «-coeeeeveeemmmmiiiiiccree 107
Annex F (informative) Implementation of JIS X 6319-4 on JIS X 5211
conformant device «coveeemniiiiii 120
(i)

PROTECTED BY COPYRIGHT



X 6319-4: 2016

Foreword

This translation has been made based on the original Japanese Industrial Standard
revised by the Minister of Economy, Trade and Industry through deliberations at the
Japanese Industrial Standards Committee as the result of proposal for revision of
Japanese Industrial Standard submitted by Japan IC Card System Application Council
(JICSAP)/Japanese Standards Association (JSA) with the draft being attached, based on
the provision of Article 12 Clause 1 of the Industrial Standardization Law applicable to
the case of revision by the provision of Article 14.

Consequently JIS X 6319-4:2010 is replaced with this Standard.
This JIS document is protected by the Copyright Law.

Attention is drawn to the possibility that some parts of this Standard may conflict with
patent rights, applications for a patent after opening to the public or utility model rights.
The relevant Minister and the Japanese Industrial Standards Committee are not
responsible for identifying any of such patent rights, applications for a patent after
opening to the public or utility model rights.

JIS X 6319 series consists of the following four parts under the general title “Specifica-
tion of implementation for integrated circuit cards”:

Part 1: Integrated circuit cards with contacts
Part 2: Proximity cards
Part 3: Common commands for interchange

Part 4: High speed proximity cards

(iii)
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JAPANESE INDUSTRIAL STANDARD JIS X 6319-4 : 2016

Specification of implementation for
integrated circuit cards—
Part 4: High speed proximity cards

Editor’s note : This English-translated edition includes some discrepancies from the
original Japanese edition, which resulted from correction of errors or
modifications made in the process of editing.

Introduction

This Japanese Industrial Standard has been prepared to specify the high speed
contactless proximity integrated circuit cards (hereafter referred to as cards or PICCs)
and the proximity coupling devices.

In order to provide the further details for interoperability of contactless interfaces
(i.e. interfaces which do not use the conductive contact for signal communication or for
power supply to the PICC), this Standard provides implementation specifications. Use
of new standards in building and operating integrated circuit card systems is in no way
constricted because contactless proximity integrated circuit cards have the potential to
be used for a variety of applications and systems, while the performance of IC chips, such
as power consumption, is constantly being improved by technological advances. Consid-
eration is also given to the possibility that integrated circuit cards with or without con-
tacts may be integrated into the same system.

The PICCs offer the functionality for:
— processing multiple files at one time;
— ensuring a transaction integrity with internal add-subtract calculation;
— bit coding for stable communication;
— response time parameters which enable timeout management for each command,;
— and command recognition assuming power disruption during processing.

The PICCs are used in systems such as electronic ticketing at railway stations and
event sites, which require high-speed processing of accesses during user’s moving.

No International Standard corresponding to this Standard has been established at
this point. Instead, JIS X 5211 specifies the compatible proximity interface (only for
contactless part).

1 Scope

This Standard specifies the physical characteristics, air interface, transmission pro-
tocols, file structure, commands and the like, which are used by high-speed proximity
integrated circuit cards.

The accessing method for files that require authentication in the PICC defined by
this Standard is described in Annex A (informative).

Examples of access to the PICC defined by this Standard are described in Annex B
(informative) so that a reader of this Standard understands the usage of this Standard.
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