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Foreword

This report has been developed through collaboration between the International Organization for
Standardization (ISO) and China Jiliang University. It is the result of the ISO Research Grant 2024,
and focuses on exploring the relationship between information security certification and digital trade.
The research team from China Jiliang University consisted of three Master’s degree students in the
School of Economics and Management, Yujia Wu, Junjie Liu and Yuxin Niu.

The research team would like to express their gratitude to Professors Suli Zheng, Xiaoran Chang and
Mingshun Song from China Jiliang University. Their guidance was invaluable throughout the process,
and their knowledge and experience provided essential support for the successful completion of this
research.

The team would also like to thank Sophie Boinnard and Valeriia Grekova, project manager and project
support officer respectively, in the Strategy and Portfolio Management Unit of the ISO Central
Secretariat. Their guidance and assistance were key to ensuring the quality and relevance of this
research, and their expertise contributed to the depth and accuracy of the report’s findings.

The team is also indebted to the various institutions and enterprises who agreed to participate in
the study surveys. Their cooperation and sharing of practical information enriched the report’s data
sources, grounding the data in real-world scenarios.

This research aims to shed light on the impact of ISO/IEC 27001 certification on digital trade,
providing valuable insights for policymakers, industry practitioners and researchers in related fields.
The team hopes that this report will contribute to the further understanding and development of
information security and digital trade.
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Executive summary

The rapid expansion of digital trade has become
a powerful engine for the global economy.
However, significant security challenges
accompany this growth, including increased
risks of data breaches, cyber threats, and
obstacles related to data security and privacy
protection, which can hinder the smooth flow of
international commerce. A powerful Information
Security Management System (ISMS) manages
information security, network security and
privacy risks, while leveraging interconnectivity.

ISO/IEC 27001:2022, Information security,
cybersecurity and privacy protection —
Information security management systems —
Requirements,' is the world’s best-known ISMS
standard (Podrecca, et al., 2023). It provides
companies of any size and from all sectors

with guidance for establishing, implementing,
maintaining and continually improving an
ISMS.2 Achieving ISO/IEC 27001 certification
demonstrates to clients and stakeholders that
an organization or enterprise has put in place a
system to manage risks related to the security
of data owned or handled by the company, and
that this system, when implemented according
to this standard, serves as a tool for risk
management, cyber-resilience and operational
excellence.® Today, ISO/IEC 27001 is the fourth-
most widespread ISO standard worldwide
(Podrecca, et al., 2022) recording almost 82 566
certifications in 2023, representing 18% year-on-
year growth (ISO, 2023).

Little is known about the digital trade
implications of ISO/IEC 27001, despite its
growing popularity (Culot et al., 2021). To
provide a deeper understanding of the digital
trade implications of ISO/IEC 27001, this report
focuses on the following research questions:

1. Does ISO/IEC 27001 promote digital trade?

2. What are the differences in its impact
throughout countries and regions?

3. What is the impact mechanism of
ISO/IEC 27001 on digital trade?

1 https://www.iso.org/standard/27001.
2 https://www.iso.org/standard/27001.
3 https://www.iso.org/standard/27001.

To systematically address these questions, this
report undertakes three complementary

sub-studies, at an international, national and
enterprise level. At the international level,

this report conducts descriptive analysis and
regression analysis of national panel data, to
examine the impact of ISO/IEC 27001 on digital
trade and further identify the differences in
the effects among different types of countries.
At the national level, it conducts descriptive
analysis and regression analysis of provincial
panel data in China to explore the effects of
ISO/IEC 27001 on digital trade and further
identify the differences in the effects of
ISO/IEC 27001 among different provinces and
regions. At the enterprise level, it focuses on two
Chinese enterprises and analyses the impact
mechanism of ISO/IEC 27001 on their digital
trade using case studies.

The main research findings are summarized as
follows:

ISO/IEC 27001 certification promotes digital
trade. At the international level, ISO/IEC 27001
certification serves as a significant catalyst for
a nation’s digital trade development. Empirical
findings indicate that its positive impact is
particularly pronounced in augmenting the

total volume of digital trade. Consequently,
governments worldwide are encouraged to
strategically promote the widespread adoption
and deep integration of this certification
framework. By implementing systematic policy
guidance - such as aligning national regulations
with international standards and incentivizing
corporate certification — governments can
maximize the potential of ISO/IEC 27001 to
foster a secure and trustworthy digital trade
environment. This, in turn, positions countries
to secure broader trade advantages within the
increasingly competitive global digital economy.
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The impact of ISO/IEC 27001 certification
varies throughout different countries. Empirical
findings reveal a particularly strong positive
correlation in developing countries, where
certification significantly expands the total
volume of digital trade and substantially boosts
export sales. In contrast, the marginal benefit
of certification for developed economies,

which often possess more mature regulatory
frameworks and higher baseline levels of digital
trust, is less pronounced. A notable amplification
effect is observed within the context of regional
trade agreements. Specifically, for countries
that are not members of agreements like the
Regional Comprehensive Economic Partnership
(RCEP), obtaining ISO/IEC 27001 certification
serves as a powerful tool to enhance their digital
trade engagement, potentially by signalling
compliance with internationally recognized
security standards and bridging regulatory
differences.

ISO/IEC 27001 certification has promoted

the development of digital trade in China. At
the national level, ISO/IEC 27001 certification
demonstrates a statistically significant positive
effect on the development of digital trade
throughout Chinese provinces. Notably, its
influence is more pronounced in advancing
industrial digitalization - the integration

of digital technologies into traditional
industries —compared to enhancing the digital
industrialization sector (i.e. the production

of digital goods and services). This suggests
that the certification’s primary value lies in
strengthening the digital resilience of existing
economic structures rather than solely fostering
purely digital sectors. Consequently, provincial
policymakers and market participants in

China are advised to prioritize investments

in information security governance and R&D,
leveraging ISO/IEC 27001 as a strategic tool

to enhance trustworthiness and operational
reliability in digital transactions.

The impact of ISO/IEC 27001 certification
varies depending on regional conditions.

The impact of ISO/IEC 27001 certification

on digital trade exhibits significant regional
heterogeneity, correlated with disparities in
economic development and geographic location.
Economically developed provinces — particularly
those along the eastern coast — experience

a stronger trade-promoting effect from
certification, whereas less developed regions
show more modest gains. Geographically,

there is a significant promotional effect of
ISO/IEC 27001 on digital trade in the eastern
and western regions of China, yet little

effect in the central area of the country. This
imbalance underscores the need for regionally
tailored policies, such as targeted guidance

for certification in central provinces and
coordinated efforts to bridge digital divides
through infrastructure modernization.

ISO/IEC 27001 certification promotes digital
trade by providing market access and
conveying trust. ISO/IEC 27001 certification
functions as a critical “passport” for enterprises
seeking to compete in regulated or high-stakes
markets, including government, finance and
telecommunications sectors. In these domains,
certification is often a mandatory qualification
or a heavily weighted scoring criterion in bidding
processes and digital trade. For instance,
DPtech and H3C Technologies Co., Ltd. (H3C)
leveraged certification to enter domestic and
overseas markets with stringent data protection
requirements, where it directly influenced
project acquisition. By demonstrating adherence
to internationally recognized security standards,
certification not only enhances trust among
clients and partners, but also translates into
tangible business growth because it aligns with
contractual and regulatory demands.
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ISO/IEC 27001 promotes digital trade by
reducing risks, improving the efficiency

and effectiveness of ISMS, maintaining
continuous optimization and enhancing
competitive advantage. The implementation

of ISO/IEC 27001 drives a structural shift in
organizational governance, moving from reactive
incident response to a systematic risk-based
approach. By establishing a formalized ISMS,
both DPtech and H3C clarified departmental
roles, streamlined workflows, and optimized the
alignment of security controls with operational

Table 1: Research summary

efficiency. Notably, H3C exemplified maturity

in security practices by exceeding baseline
certification requirements, using the framework
as a validation tool rather than a mere
compliance checkpoint. This proactive stance
reduces the likelihood of security incidents and
strengthens operational resilience, aligning

with the standard’s emphasis on continuous
improvement. This has laid a solid foundation for
the development of digital trade.

International level » Descriptive analysis

» Regression analysis

National level .
(China) a

Descriptive analysis
Regression analysis
Machine learning

Enterprise level Case study

Countries possessing more ISO/IEC 27001
certifications typically exhibit higher digital trade
volumes.

ISO/IEC 27001 exerts a significant promotional effect
on the digital trade.

The promoting impact of ISO/IEC 27001 on digital
trade exhibits distinct heterogeneous characteristics
between developed and developing countries, as well
as between RCEP members and non-RCEP members.

ISO/IEC 27001 exerts a significant promotional effect
on digital trade in China.

The promoting effect exhibits heterogeneous
characteristics between provinces with high and
provinces with low economic development, and
among eastern, central and western China.

From an external perspective, the impact mechanisms
of ISO/IEC 27001 and its certification are market
access and trust in quality.

From an internal perspective, the impact mechanisms
of ISO/IEC 27001 on digital trade include: reducing
risk, improving the efficiency and effectiveness of
the ISMS, enhancing competitive advantage and
maintaining continuous optimization.
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1. Research overview

Research background

According to United Nations Conference on
Trade and Development (UNCTAD), digital
trade refers to cross-border digital delivery
service trade. According to the UNCTADstat
Data Centre, in 2024, the total import and
export volume of digital delivery service trade
reached USD 9.06 trillion, reflecting a year-
on-year growth rate of 13.8%.* This sustained
expansion underscores the critical role of
digital trade in the global economy. However, its
reliance on digital infrastructure exposes it to
significant risks, including cyber-attacks, data
breaches and service disruptions, which can
compromise data integrity and hinder cross-
border transactions. Fragmented regulatory
environments and varying national cybersecurity
exacerbate these challenges, often creating
technical barriers to trade. Enterprises need
to maintain interconnectivity while ensuring
the timeliness and accuracy of information, as
well as the smoothness and confidentiality of
communication. A powerful ISMS leverages
interconnectivity while also managing
information security, network security and
privacy risks.

ISO/IEC 27001 is the world’s best-known ISMS
standard (Podrecca, et al., 2023). It defines
requirements an ISMS must meet. It also
promotes a holistic approach towards information
security, including vetting people, policies and
technology for information security. An ISMS
implemented according to ISO/IEC 27001 is a
tool for risk management, cyber-resilience and
operational excellence.®

ISO/IEC 27001 certification is the written
assurance (a certificate) provided by an
independent body, which demonstrates an
entity’s commitment to information security,
cybersecurity and privacy protection through
audits conducted in accordance with

ISO/IEC 27001. Achieving ISO/IEC 27001

certification demonstrates to clients and
stakeholders that an organization or business
has put in place a system to manage risks related
to the security of data owned or handled by the
company, and that this system adheres to the
best practices and principles enshrined in this
International Standard.® Today, ISO/IEC 27001

is the fourth-most widespread ISO standard
worldwide (Podrecca, et al., 2022) with almost
82 566 certifications in 2023, marking an 18%
year-on-year growth rate (I1SO, 2024).

Little is known about the digital trade
implications of ISO/IEC 27001, despite its
growing popularity (Culot et al., 2021). To
provide a deeper understanding of the digital
trade implications of ISO/IEC 27001, this report
focuses on the following research questions:

1. Does ISO/IEC 27001 promote digital trade?

2. What are the differences in its impact in
different countries and regions?

3. What is the impact mechanism of
ISO/IEC 27001 on digital trade?

By answering these questions, this research
aims to provide theoretical insights and
decision-making references for policymakers,
enterprises and standard setting organizations,
as well as promote ISO/IEC 27001 as a catalyst
for information security and sustainable growth
of digital trade.

To quantify the effects of ISO/IEC 27001, this
research measures ISO/IEC 27001 using the
number of ISO/IEC 27001 certifications.

4 The datais sourced from https://unctadstat.unctad.org/datacentre/dataviewer/US.DigitallyDeliverableServices.

5 https://www.iso.org/standard/27001
6 https://www.iso.org/standard/27001
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TAETORAINE G OEBNERRE(RET S S
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4 FT—HRAF5%: https://unctadstat.unctad.org/datacentre/dataviewer/US.DigitallyDeliverableServices

5 https://lwww.iso.org/standard/27001
6 https://www.iso.org/standard/27001
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Research significance

Theoretical significance

Deepen the research on the outcomes
of ISO/IEC 27001

Existing research about ISO/IEC 27001 focuses
on four main areas: motivations, implementation
process, outcomes and its diffusion (Culot

et al., 2021; Podrecca et al., 2023). In terms

of outcomes, ISO/IEC 27001 can reduce
information security (IS) risk levels (Al-Karaki et
al., 2022), enhance business continuity (Rezaei
et al., 2014), and serve as a “market entry
ticket” for exporting firms (Dionysiou, 2011).
Additionally, Podrecca et al. (2022) found that
ISO/IEC 27001 certification is associated with
improvements in profitability, labour productivity
and sales performance. However, few scholars
have examined the impact of ISO/IEC 27001 on
digital trade.

This research adopts a composite methodology
that combines quantitative research at the
international and national levels, and qualitative
analysis at the enterprise level, aiming to explore

the implications of ISO/IEC 27001 for digital trade.

The combination of quantitative and qualitative
research provides methodological support for a
comprehensive and in-depth exploration of the
effects and impact mechanisms of ISO/IEC 27001
on digital trade. By doing so, the research
deepens the understanding of ISO/IEC 27007's
outcomes and extends its analytical scope to the
digital trade context.

Expand the research on
digital trade determinants

Existing studies on digital trade have extensively
analysed external environmental determinants,
such as the geographic location (Blum &
Goldfarb, 2006), the quantity and quality of
telecommunication (Abeliansky & Hilbert,

2017), internet infrastructure and institutional
distance (Milner, 2006). They typically overlook
the inherent risks of digital technology and
digitization, namely data security breaches,

privacy vulnerabilities and systemic cyber
threats. Different from traditional trade, digital
trade emphasizes the digitalization of trade
methods and objects. Therefore, there will be a
high risk of digital information leakage in digital
trade. This report focuses on the risk to digital
trade, and specifically investigates the impact
of ISO/IEC 27001 in mitigating these risks and
facilitating trade flows. In this way, the research
expands the analytical dimension and enriches
the understanding of digital trade determinants.

Practical significance

Beyond addressing limitations in current
research, this report helps clarify the impact of
ISO/IEC 27001 on digital trade. At the practical
level, it provides a series of actionable directions
for the three core stakeholders: international
standards organizations, national governments
and enterprises.

For international standards organizations, this
report provides strategic support for optimizing
the promotion of ISO/IEC 27001. The findings
show that ISO/IEC 27001 can boost digital

trade performance throughout multiple levels.
However, adoption rates and resulting impacts
vary considerably among countries and regions.
To strengthen the standard’s contribution,
efforts should focus on two priorities:

1. For countries with low ISO/IEC 27001 adoption,
intensify promotion to raise awareness and
uptake.

2. For developed economies and RCEP member
states, further reinforce ISO/IEC 27001 as a
driver of digital trade growth by leveraging its
proven benefits.

For national governments, this report provides
evidence-based decision-making references
to enhance the competitiveness of their digital
industries. The findings reveal that ISO/IEC 27001
certification significantly boosts digital trade
performance at the national, provincial and
enterprise levels. Accordingly, governments
should acknowledge the strategic importance
of ISO/IEC 27001 for the development of digital
trade in a country or region. ISO/IEC 27001
certification ought to be treated as a targeted
policy instrument and explicitly integrated into
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digital trade agreements, public procurement
criteria and enterprise incentive schemes.
Such inclusion can serve as a practical lever to
enhance the global competitiveness of national
and regional digital sectors.

For enterprise managers, this report highlights
the strategic value of ISO/IEC 27001. The
decision to pursue ISO/IEC 27001 certification
should go beyond merely responding to market
demand; it should aim to capture the tangible
benefits the standard offers, such as enhanced
credibility, reduced risks of fraud, information
loss, and data breaches, and access to new
business opportunities with security conscious
customers and partners. Managers should
regard ISO/IEC 27001 and its certification as

a strategic asset that facilitates entry into
global markets and strengthens long term
competitiveness.

Research design’

To systematically address the above questions,
this research conducts three sub-studies, the
first one at the international level, the second
one at the national level, and the third one at the
enterprise level.

The impact of ISO/IEC 27001
certification on digital trade: The
international level

At the international level, the report conducts
descriptive analysis and regression analysis on
national panel data, to examine the impact of
ISO/IEC 27001 on the digital trade of a country,
including total trade volume, trade export
volume and trade import volume. Furthermore,
regression methods are also used to identify the
differences in the effects of ISO/IEC 27001 on
different types of countries, such as developed
and developing countries, RCEP members and
non-RCEP members.

The impact of ISO/IEC 27001
certification on digital trade in
China: The national level

At the national level, the report focuses on China,
a major digital trading country with the highest
number of ISO/IEC 27001 certifications (ISO
Survey 20248). It conducts descriptive analysis
and regression analysis on provincial panel data
in China to explore the effects of ISO/IEC 27001
on the digital trade of a province, including

the level of digital trade development, and two
primary indicators - digital ordering trade driven
by industrial digitization, and digital products,
services and technology trade. The former
focuses on the digital ordering trade resulting
from use of digital technology to upgrade
production, circulation and transactions in
traditional manufacturing, agriculture and service
industries. The latter focuses on cross-border
transactions of digital technology, products

and services. Furthermore, this report identifies
the differences in the effects of ISO/IEC 27001
between high and low economic development
regions, and between China’s eastern, central
and western regions.

The impact of ISO/IEC 27001
certification on digital trade in
China: The enterprise level

The report focuses on DPtech and H3C, and
analyses the impact mechanism of ISO/IEC 27001
on their digital trade through case studies.

This section first explores the core drivers
motivating enterprises to pursue certification,
clarifying the endogenous forces behind
undertaking ISO/IEC 27001 certification. Building
on this foundation, it maps the certification
implementation process and evaluates its
effectiveness, providing evidence-based
corporate-level insights for peer enterprises.

7 The detailed methodology is available upon request. Please contact research@iso.org for more information.
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2. The impact of

ISO/IEC 27001 certification
on digital trade:
International level

The global landscape
of ISO/IEC 27001
certification

Global distribution

The ISO Survey counted the number of

ISO/IEC 27001 certification certificates in 165
countries from 2006 to 2023. The total number
of ISO/IEC 27001 certification certificates in 165
countries over the years is shown in Figure 1.

The first year of ISO/IEC 27001 certification
was 2006, with a total of 4 073 valid
certifications worldwide. By 2023, this figure
had surged to 83 016 valid certifications
globally. In less than two decades, the scale
of valid ISO/IEC 27001 certifications has
expanded more than 20-fold. This underscores
the rising importance of information security
within the global context of deepening
digital economic development, highlighting
the growing value and significance of the
ISO/IEC 27001 standard, which has gained
widespread recognition in global markets.

Figure 1: Total number of valid ISO/IEC 27001 certifications throughout the world

Total number
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Source: I1SO Survey(2006-2023): The number of ISO/IEC 27001 certifications in China in 2023 is from the National Certification
and Accreditation Information Public Service Platform. After cross-checking the total number of certifications in China in the
ISO Survey, due to the significant difference in data for 2023, the number of ISO/IEC 27001 certifications in China in 2023, as
calculated by the State Administration for Market Regulation, was chosen as a replacement.
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Figure 2: Global distribution of ISO/IEC 27001
certification
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Figure 2 highlights the global distribution of
ISO/IEC 27001 certifications in 2023, according
to the latest findings from the ISO Survey.
Distribution is uneven. Asia holds the largest
share, accounting for 70% of the world’s total
valid ISO/IEC 27001 certifications in 2023.
This substantial proportion is primarily driven
by digitally active economies such as China,
India and Japan, where demand for an ISMS is
significant. Europe follows with approximately
24%, reflecting the stable trajectory of

its mature markets. Together, these two
continents (Asia and Europe) account for
94.7% of all valid certifications globally. North
America, however, contributes only 3.2%, a
figure disproportionate to its economic scale.
The combined certifications from Africa,
Oceania and South America account for less
than 3% of the global total, indicating that
the demand for international information
security certification among enterprises and
organizations in these regions remain in its
nascent stages.

Changes in the number of valid
ISO/IEC 27001 certifications

Table 2 presents the top ten countries in terms
of ISO/IEC 27001 certification numbers from
2019 to 2023. Analysis of the ranking changes
reveals that, overall, the list of countries
entering the top ten has remained relatively
stable.

China leads with exponential growth

China maintains a dominant position, with
certifications increasing nearly fivefold over
five years, from 8 356 in 2019 to 39 835 in
2023. This surge reflects China’s intensified
focus on cybersecurity regulations, including
the Data Security Law (2021) and Personal
Information Protection Law (2021), which
mandate robust information security practices
for businesses.

Japan and India show sustained adoption

Japan remains a consistent second, with
certifications growing steadily from 5 245
(2019) to 5 599 (2023). India exhibits notable
growth, rising from 2 309 (2019) to 3 877
(2023), driven by government initiatives like
India’s National Cybersecurity Strategy and
increasing demand for compliance in IT and
outsourcing sectors.

European countries dominate the top tier

Germany, the Netherlands, Spain and the

UK consistently rank among the top 10,
underscoring Europe’s stringent General Data
Protection Regulation (GDPR)-driven approach
to data protection. The UK, in particular, saw

a sharp rise post-Brexit, with certifications
jumping from 2 818 (2019) to 6 084 (2021)
before stabilizing at 3 630 (2023).
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The data illustrates a clear trend:

ISO/IEC 27001 certification is expanding
globally, driven by regulatory pressures,
digital transformation and the need for secure
cross-border trade. The rising adoption of
ISO/IEC 27001 in diverse economies signals
growing recognition of information security

as a trade enabler. Countries with higher
certification rates — such as China, European
countries and Japan — are better positioned to
mitigate cyber risks, comply with international
regulations, and enhance trust in digital
transactions.

Table 2: Top 10 countries for ISO/IEC 27001 certification, 2019-2023

Certif- Certif- Certif- Certif- Certif-
l ety icates Eelliir; icates Eetiiigy icates Eotliiigy icates Eetliiigy icates
n China 8356 China 12403 China 18446 China 26301 China 39835
Japan 5245 Japan 5645 Japan 6587 Japan 6987 Japan 5599
H UK 2818 UK 3327 India 2775 UK 6084 India 3877
India 2309 India 2226 Italy 1924 India 2969 UK 3630
ﬂ Italy 1365 Italy 1827 us 1742 Italy 2424 Italy 3176
Germany 1175 '\'l‘;%esr 1326 Germany 1673 us 1980 us 1898
yAl Nethe 938 Germany 1281 Nethem o y5pe  Nether o, Israel 1712
lands lands lands
Taiwan,
Spain 938 us 1058 Province 1129 Germany 1582 Spain 1582
of China
n us 757 Spain 997 Israel 1056 Spain 1561 Germany 1563
Taiwan,
Turkey 729 Province 895 Romania g5/l Israel 1467 Romania 1510
of China

*UK: United Kingdom of Great Britain and Northern Ireland
Source: ISO Survey 2023; The number of ISO/IEC 27001 certifications in China for 2023 is sourced from the National
Certification and Accreditation Information Public Service Platform (China). After cross-checking the total number of
certifications in China in the ISO Survey, due to the significant difference in data for 2023, the number of ISO/IEC 27001
certifications in China in 2023 (as calculated by the State Administration for Market Regulation) was chosen as a replacement.

Overview of world’s
digital trade

Global distribution

The total import and export volume of global
digital trade has grown from USD 3.41 trillion
in 2010 to USD 9.06 trillion in 2024 as shown

in Figure 3, demonstrating a steady expansion.

Growth has accelerated in recent years,

surpassing the USD 9 trillion mark in 2024,
reflecting digital trade’s increasing penetration
in the global economy. Although a minor
downturn was registered in 2015, this did

not alter its positive long-term trajectory, as
evidenced by the rapid reversal to form in 2016.
Looking ahead, the continuous advancement
of information technologies, such as big data
and artificial intelligence (Al), will continue to
empower global digital trade, sustaining its
robust growth momentum.
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Figure 3: Changes in total digital trade volume
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Figure 4 illustrates the distribution of global
digital trade volume throughout continents in
2024, revealing a pattern of high concentration
and significant imbalance.

Figure 4: Global distribution of digital trade
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The current landscape of global digital trade
exhibits the following characteristics:

Dominated by the dual powerhouses of
Europe and Asia

Europe accounted for 54.6% of global

digital trade in 2024, exceeding one-half

of the world’s digital trade output. This
achievement stems primarily from its robust
digital infrastructure and integrated market.
Asia, as the world’s manufacturing hub and
most populous continent, leveraged its vast
domestic market to propel digital trade
growth, accounting for 24.8% of the total-
approximately one-quarter of the global figure.
Together, these two continents accounted for
79.4% of global digital trade, signifying that
nearly eight out of ten digital trade transactions
occur within them. As such, they represent
the core drivers and consumer markets of the
global digital economy.
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North America maintains a steady third place

North America maintains a steady third place
with a share of approximately 17.0%. Although
it lags significantly behind the top two
regions, it continues to play a crucial role. For
instance, the United States, as the birthplace
of numerous global technology giants, stands
as the world'’s largest exporter of digital
intellectual property, such as cloud computing
and semiconductor chips. Possessing
formidable digital technologies and significant

South America, Oceania and Africa have
considerable room for growth

Africa, Oceania, South America collectively
account for a relatively small share of global
digital trade, standing at just 3.5%. This
indicates that these regions are relatively
weak in the digital trade sphere and possess
considerable room for improvement.
Shortcomings in digital infrastructure, cross-
border payments and cross-border logistics
constrain room for improvement.

influence, it underpins its position within global
digital trade.

Changes in digital trade volume rankings

Table 3: Top 10 countries by digital trade volume* 2020-2024

2020 2021 2022 2023 2024

Volume Rank Volume Rank Volume Rank Volume Rank Volume Rank
_ 871778 1 986 740 1 1060477 1 1090 186 1 1228 311 1
607 941 2 629 696 2 642 022 2 701 891 2 854 767 2
_ 482 031 3 571215 3 561223 3 667 402 3 730 488 3
396 189 4 472 444 4 464 707 4 521319 4 562 764 4
Netherlands 304 245 5) 337 961 6(\1) 355676 6 407 581 5(™1) 405 049 7(32)
286 301 6 351057 5(™1) 364 165 9 387 583 7(32) 385 487 9(V2)
m 262 743 7 300 258 8(41) 306 766 (1) 357799 8(11) 395915 8
254 479 8 303074 7(™1) 330 041 8(41) 349 429 9(\4 1) 410 600 6(13)
253 697 9 269 496 10(41) 258 370 10 271049 10 289137 10
231146 10 273 988 9(™M) 340740 7(12) 387 685 6(M1) 420 046 5(M™1)

*USD at current prices in millions Source: UNCTADstat
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2020 2021
RZE =L RaE =L
871778 1 986 740 1
607 941 2 629 696 2
482 031 3 571215 3
396 189 4 472 444 4
304 245 5 337 961 6(11)
286 301 6 351057  5(t1)
262 743 7 300258  8(|1)
254 479 8 303074  7(11)
253 697 9 269496  10(}1)
231 146 10 273988  9(t1)

*KE)L (Bfl, ®EAK/L) HE: UNCTADstat

2022 2023 2024
RaE ez RZE Mgz RZE Mgz
1060 477 1 1090 186 1 1228 311 1
642 022 2 701 891 2 854 767 2
561 223 3 667 402 3 730 488 3
464 707 4 521319 4 562 764 4
355 676 6 407 581 5(11) 405049  7(12)
364 165 5 387583  7(]2) 385487  9(|2)
306766  9(J1) 357799  8(t11) 395915 8
330 041 8(11) 349429  9(J1) 410600  6(13)
258 370 10 271 049 10 289 137 10
340740  7(t2) 387685  6(t11) 420046  5(11)
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Table 3 presents the specific volumes and
ranking shifts of the top ten countries in global
digital trade from 2020 to 2024. These figures
enable further analysis of the development
trajectory of global digital trade. It is evident
that global digital trade exhibits a distinctly
stratified pattern: the first tier comprising the
top four countries maintains a stable lead,
while intense competition prevails among the
subsequent mid-tier countries.

First-tier countries: Germany, Ireland, the UK
and the US

The US has maintained its position as the
world’s largest digital trade economy, with its
total value growing from USD 8.71 trillion in
2019 to USD 12.28 trillion in 2024 - an increase
of approximately USD 3.5 trillion over five
years. Its scale is nearly one-and-a-half times
that of second-placed Ireland and more than
40 times that of tenth-ranked Japan. Ireland,
the UK and Germany have ranked second to
fourth globally for three consecutive years,
reflecting the solid foundations and sustained
competitiveness of Europe’s traditional
economic powerhouses in the digital trade
sphere. Ireland’s volume grew steadily from
USD 6.07 trillion in 2020 to USD 8.54 trillion

in 2023, maintaining positive sustained

growth despite its substantial trade volume,
demonstrating its formidable competitive edge
and robust digital infrastructure. The UK initially
exhibited steady growth, experiencing a slight
dip in 2022 before rebounding strongly in 2023
and reaching USD 7.3 trillion in 2024. Germany
similarly experienced a slight dip in 2022
following gradual growth from 3.96 trillion US
dollars in 2020, but resumed expansion in 2023
to reach 5.21 trillion US dollars, continuing its
ascent to 5.62 trillion US dollars in 2024.

It is evident that significant disparities exist
among the four countries in the first tier. All
possess substantial scale and stable rankings,
but the US maintains a sizeable lead in digital
trade volume over subsequent countries,
consistently securing the top position. Ireland
follows closely behind with sustained growth.

In contrast, Germany and the UK experienced
relative declines, though their subsequent
recovery demonstrates remarkable resilience
and recovery capacity within their digital
economies. It is also noteworthy that Germany,
ranked fourth, forms a watershed between
the two tiers of the digital economy. The

gap between its digital trade volume and

that of the fifth-ranked country exceeds one
trillion dollars, making it extremely difficult for
latecomers to break into the top four in the
short term.

Second-tier countries: China, France, India,
Japan, the Netherlands and Singapore

The most notable shift was China’s
progression from sixth place in 2020 to fifth,
followed by a decline to seventh in 2023

and ultimately ninth in 2024. Meanwhile,
India and Singapore ascended to fifth and
sixth positions respectively, reshaping the
hierarchy of the digital trade sphere. France
and the Netherlands exhibited a fluctuating
yet persistent pursuit. Japan, starting at
ninth place, subsequently ranked tenth for
four consecutive years, with the gap to the
leading positions steadily widening. The
divergent performances within the second tier
also reflect differing developmental models
and stages in each nation’s digital trade. For
instance, India and Singapore are currently in
an advantage-driven growth phase, leveraging
their unique strengths. China’s decline does
not necessarily signify an absolute reduction
in capability, but rather reflects its ongoing
transformation.

In summary, whether through the sustained
leadership of top-tier countries or the dynamic
competition among mid-tier countries, both
have collectively propelled the continuous
expansion and development of digital trade
worldwide.
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General relationship
between ISO/IEC 27001
certification and digital
trade

Countries possessing more ISO/IEC 27001
certifications typically exhibit higher
digital trade volumes. Figure 5 shows the

general relationship between ISO/IEC 27001

certification and digital trade, with the
horizontal axis representing the volume of
digital trade, and the vertical axis representing
the number of ISO/IEC 27001 certifications. It

is observable that most countries’ data points
cluster closely to a trend line sloping upwards
to the right. This indicates a positive correlation
between the number of ISO/IEC 27001
certifications and a nation’s total digital trade
volume.

Figure 5: Global distribution of ISO/IEC 27001 certification and digital trade

The Relationship between ISO/IEC 27001 Certification and Digital Trade in Various Countries in 2023
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High-performing countries

Countries such as China, Japan, the UK and
the US are positioned prominently in the
upper-right quadrant of the graph. These
countries have large digital trade volumes and
a high number of ISO/IEC 27001 certifications.
For example, the US has a well-developed
digital economy with an array of e-commerce,
software and digital service exports. In the
past five years, it has not only maintained its
position as the world’s largest digital trading
economy, but also achieved a total digital trade
volume of USD 12.28 trillion (2024), maintaining
an unbeatable leading advantage over other
countries. At the same time, it is far ahead

in terms of digital software, not only owning
several best-selling applications, but also
social and algorithm platforms, such as Google,
mastering massive user data and global
attention resources. Similarly, the China Digital
Trade Development Report 2024 shows that
from 2019 to 2023, China’s imports and exports
of digitally deliverable services achieved a
surplus for five consecutive years.®

ISO/IEC 27001 certifications are crucial for
building trust in digital trade. With the booming
development of digital industries such as
e-commerce and financial technology, the
advantages of ISO/IEC 27001 certification have
become increasingly evident. The high number
of ISO/IEC 27001 certifications is often the result
of a combination of national policy guidance,
industry regulatory requirements and market
driven factors. China has also shown a high level
of participation in ISO/IEC 27001 certification,
reaching 39 835 certificates by 2023. The
United States also accounts for a significant
proportion of the total scale of ISO/IEC 27001
certification worldwide, reaching 1 563 by 2023,
ranking among the top in the world.

9 https://12335.mofcom.gov.cn/article/zymysyq/202507/1942494_1.html

Middle-ranking countries

Countries like France, Germany, Italy and South
Korea are located in the middle region of the
graph. They have a moderate level of digital
trade volume and a corresponding number of
ISO/IEC 27001 certifications. These countries
typically have well-established manufacturing
and service sectors, which are increasingly
integrating digital technologies. Their digital
trade activities may focus on specific high-
value-added products or services, such

as automotive software, luxury goods
e-commerce or advanced manufacturing
solutions. The number of certifications
indicates their recognition of the importance
of information security in maintaining
competitiveness in the digital trade market.

Low-performing countries

In the lower-left quadrant are countries with
relatively small digital trade volumes and few
ISO/IEC 27001 certifications. These countries
may face multiple challenges. Some may have
underdeveloped digital infrastructure, limiting
their ability to participate in global digital trade.
Additionally, a lack of awareness or resources
for implementing an ISMS could contribute to
the low number of certifications. For example,
some least-developed countries may prioritize
basic economic development needs over
digital transformation and information security,
resulting in their position in this quadrant.
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Outliers

There are also some outliers in the graph.

For instance, some countries may have a
relatively high number of certifications but a
smaller digital trade scale. This could be due to
various reasons, such as a focus on domestic
information-intensive industries that require
high-level information security compliance

but have limited international digital trade
exposure. On the other hand, countries with

a large digital trade scale but relatively few
certifications may be operating in a more
laissez-faire information security environment.
They may also have alternative information
security management approaches not reflected
in the ISO/IEC 27001 certification system.

In conclusion, the relationship between

ISO/IEC 27001 certification and digital trade
scale varies significantly among different
countries, influenced by factors such as digital
infrastructure, economic development level and
information security policies. Further exploration
of these patterns can help international
organizations and national governments formulate
targeted policies to promote the healthy
development of digital trade while ensuring
information security.

The impact of
ISO/IEC 27001
certification on digital
trade: a regression
analysis

This section conducts regression analysis of
national panel data to examine the impact

of ISO/IEC 27001 on the digital trade of a
country, including total trade volume, trade
export volume and trade import volume.
Regression methods are also used to identify
the differences in the effects of ISO/IEC 27001
among different types of countries, such as
developed and developing countries, RCEP
members and non-RCEP members.

Regression analysis model
and variables

Regression analysis model

To empirically test the impact of ISO/IEC 27001
certification on digital trade, this report
constructed a fixed effects panel model. The
specific form is as follows:

Digital trade, = f§, + IS0/ [EC2T001, + B,X, + 1 (1)

Digital trade, represents the digital trade level
of country i in year t. In empirical analysis, it
measures the logarithmic values of digital trade
totals, digital exports and digital imports to
explore the impact of ISO/IEC27001,, on digital
trade from three aspects. ISO/IEC27001 , is
the core explanatory variable, representing
the number of ISO/IEC 27001 certifications of
country i in year t, measured as the logarithm
of the number of ISO/IEC 27001 certifications
in each country over the years. X, represents
a series of control variables that may affect
digital trade, such as level of economic
development, political relations, international
direct investment and digital infrastructure.

Variables

Table 4 summarizes the dependent,
independent and control variables used for this
study, including their relevant data sources and
use.

10 RCEP is the world’s largest free trade agreement, and it not only covers traditional goods trade, but also incorporates digital trade rules. RCEP has a profound impact on
member countries’ digital trade. Therefore, it is meaningful to explore the difference in effects of ISO/IEC 27001 on digital trade between RCEP members and non-RCEP members.
RCEP comprises 15 member states: the eleven ASEAN countries (Brunei, Cambodia, Indonesia, Laos, Malaysia, Myanmar, the Philippines, Singapore, Thailand, Vietnam, and

Timor-Leste), alongside
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Table 4: Variable definitions and data sources

UNCTADstat

Dependent
variable

Independent
variable

Control
variable™

Conditional
variable

Digital trade

ISO/IEC 27001
certification

Political
relations

International
direct
investment

Digital
infrastructure

Developed
countries

RCEP members

Perform logarithmic
processing on the data
on the digital delivery
services trade for each
country in each year.

The number of
ISO/IEC 27001
certifications for each
country in each year.

The political stability and
non-violence level in the
World Governance Index
for each country.

The ratio of net inflow
of international direct
investment to GDP in

each country.

The proportion of
residents within the
coverage area of
broadband signals in
each country.

The 0-1 variable is
assigned a value

of 1 for developed
countries and O for
developing countries.

The 0-1 variable is
assigned a value of 1to
RCEP members, and O to
non-RCEP members.

11 Based on previous work by Boubakri et al. (2019), Guo et al. (2024) - see reference list.
12 After cross-checking the total number of China in the ISO Survey, due to the significant difference in data for 2023, the number of ISO/IEC 27001 certifications in China in

2023, as calculated by the State Administration for Market Regulation, was chosen as a replacement.

ISO survey/ State
Administration
for Market
Regulation”

World Bank

International
Monetary Fund
(IMF) database/
World Bank

ITU

IMF

RCEP

Estimate the overall
scale and import/
export scale of digital
delivery services trade.

Core
independent variable.

Political risks may have
a negative impact on
digital trade.

The higher the level

of international direct
investment, the greater
the supportive effect
on digital trade.

Higher levels of
digitization contribute
to increased digital
trade flows.

Compare the
differences in the
effect of ISO/IEC 27001
between developed
countries and
developing countries.

Compare the
differences in the
effect of ISO/IEC 27001
between RCEP
members and non-
RCEP members.
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Descriptive statistics Descriptive statistics for each variable are
presented in Table 5. The mean and standard
deviation of the total digital trade volume are 14.1
and 5.148, respectively, indicating that there are
significant differences between countries. The
maximum value of ISO/IEC 27001 certification
reaches 10.593, while the minimum value is O,
reflecting that the current global ISO/IEC 27001
certification is not evenly distributed, but

Following data acquisition, manual processing
was undertaken to exclude cases lacking
complete data for one or more variables
between 2016 and 2023, or where data was
unavailable for more than 50% of years.

For variables where non-response did not
exceed 10%, missing values were processed

via the imputation method using the concentrated in a few technologically advanced

statlst|.cal software, Stata. The final Qataset countries, such as China, Germany, Japan and
comprises panel data for 165 countries or the US

regions spanning 2016-2023, yielding 1 320
observations.

Table 5: Descriptive statistics

Variable Sample Standard Minimum Maximum
name size deviation values values

Digital trade 1320 14137 5148 1.099 13.600 26.354
Digital trade export 1320 6.763 2.888 -1.609 6.659 13.431

Digital trade import 1320 7.374 2.369 1.099 7121 12.923
ISO/IEC 27001 1320 2748 2.446 0.000 2.303 10.593
certification

sl 1320 6127 4.458 12792 7033 13.038
investment

Dl 1320 87325 19.831 5.200 97.000 100.000
infrastructure

Political relations 1320 -0.089 0.901 -2.795 -0.054 1.661
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Overall analysis of the impact of
ISO/IEC 27001 certification on
digital trade

Table 6 presents the benchmark regression
results, with models 1, 2 and 3 representing the
benchmark regressions for total digital trade,
digital trade exports and digital trade imports
respectively. This reveals that ISO/IEC 27001
standard certification exerts a significant
positive influence on digital trade, digital
trade exports and digital trade imports alike,
reflecting the role of standard certification in
reducing transaction costs, though the degree
of impact varies.

Empirical regression results indicate that
ISO/IEC 27001 certification exerts a significant
positive effect on the total volume of digital
trade, as well as on both exports and imports.
Examining the robustness of these effects
reveals that the certification’s influence on
total digital trade volume is the most stable,
with a regression coefficient of 0.220. This
signifies that a 1% increase in the number of
ISO/IEC 27001 certifications correlates with a
0.22 percentage point rise in total digital trade
volume. This indicates that ISO/IEC 27001, as
the most influential and credible international

Table 6: Baseline regression results

information security standard certification,
effectively reduces information asymmetry and
compliance costs, thereby providing crucial
institutional safeguards for global digital trade.

The promoting effect on digital trade exports
is secondary, with a regression coefficient

of 0.123. This indicates that a 1% increase

in certification volume corresponds to a

0.123 percentage point rise in digital trade
export value. Although this figure is lower

than its impact on total trade volume, it still
demonstrates the certification’s significant
value in international markets. It assists

digital service providers in overcoming trade
barriers, enhancing overseas buyers’ trust

and acceptance, thereby functioning as an
international “passport”. In contrast, its impact
on imports is comparatively limited, with a
regression coefficient of 0.097 significantly
lower than that for total trade and exports. This
indicates that a 1% increase in ISO/IEC 27001
certifications yields only a 0.097 percentage
point rise in digital trade imports. This disparity
likely stems from import decisions being more
heavily influenced by domestic market demand,
technological capabilities and other intrinsic
factors, where the certification’s influence is
relatively weaker.

Variables
Digital trade Digital trade export Digital trade import

ISO/IEC 27001 0.239*** 0.220%**
certification (5.87) (5.28)
International 0.007
direct investment (1.23)
L 0.006***
Digital infrastructure (2.70)
.. . 0.322%*
Political relations (2.00)
Constant 13.479%** 13.006%***
(120.34) (65.60)
Observations 1,320 1,320
Number of countries 165 165
R-squared 0.059 0.080

Robust t-statistics in parentheses *** p<0.01, ** p<0.05, * p<0.1

0.1371**x* 0.123*** 0.108*** 0.097***
(5.05) (4.74) (4.83) (4.24)
0.003 0.003
(0.87) (1.49)
0.002* 0.003***
(1.69) (2.66)
0.207 0.115*
(1.65) (1.76)
6.403*** 6.215%** 7.076%** 6.7971%**
(89.72) (44.95) (114.99) (58.45)
1,320 1,320 1,320 1,320
165 165 165 165
0.038 0.050 0.051 0.076
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Comparative analysis of the structure, economic operating mechanisms,

impact of ISO/IEC 27001 jcechnolc?gica‘l deernization'and capital
. . . internationalization. The IMF's report conducted
certification among countries regression analysis of these two sets of
samples separately to compare the impact
Developed and developing countries of ISO/IEC 27001 between developing and
developed countries. Its results are shown in

The IMF has divided 165 sample countries into
developing and developed countries based on
criteria including productivity, industrial

Table 7.

Table 7: Sub-group analysis results by economic level

Developed Developing

Variables Digital Digital Digital Digital Digital Digital

trade export import trade export import
ISO/IEC 27001 0.027 0.007 0.021 0.088* 0.037 0.051*
certification (0.56) (0.26) (0.83) (1.77) (112) (1.73)
International 0.004 0.001 0.003* 0.015 0.009 0.006
direct investment (1.30) (0.45) (1.84) (1.40) (1.05) (1.43)
Didital infrastructure -0.005 -0.005 -0.000 -0.003 -0.004** 0.00

9 (-0.49) (-0.94) (-0.03) (-1.32) (-218) (0.33)

Political relations -0.038 -0.017 -0.021 0.373** 0.220 0.153**

(-017) (-0.16) (-017) (2.23) (1.58) (2.417)
Constant 19.855%** 10.264*** 9.5971%** 12.208*** 5.838*** 6.371%**

(16.41) (17.05) (15.26) (59.79) (39.95) (54.76)
Observations 288 288 288 1,032 1,032 1,032
Number of countries 36 36 36 129 129 129
R-squared 0.737 0.711 0.714 0179 0144 0124

Robust t-statistics in parentheses *** p<0.01, ** p<0.05, * p<0.1
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In developing countries, ISO/IEC 27001
certification continues to exert a significant
positive influence on total digital trade and
imports, with its impact on total digital trade
being more pronounced than on imports.

This finding further validates the catalytic

role of ISO/IEC 27001 certification in digital
trade. By obtaining certification, enterprises
in developing countries also enhance their
attractiveness for introducing internationally
advanced digital services and technologies,
thereby significantly boosting imports.
Regarding digital trade exports in developing
countries, the coefficient remains positive but
has become non-significant. This does not
imply the disappearance of ISO/IEC 27001
certification’s promoting effect, but rather
reflects that the drivers of digital trade in
developing countries involve the combined
influence of multiple dimensions. On the one
hand, ISO/IEC 27001 may not directly impact
the export process. On the other hand,
relatively weak digital infrastructure and other
factors may still constrain developing countries,
meaning the certification’s enabling effect has
not been efficiently converted and manifested
in digital trade exports.

The impact of ISO/IEC 27001 certification on
developed countries’ digital trade levels, whether
in terms of total volume or imports and exports,
is not significant in any dimension. Having
commenced their digital development earlier,
most enterprises and key sectors in developed
countries typically focus on competing within
the higher-value segments of global digital
value chains. Consequently, ISO/IEC 27001
certification, as one such threshold requirement,
is already widely met, rendering its additional
promoting effect on digital trade limited.

RCEP members and non-RCEP members

According to the RCEP, the 165 sample
countries in this report are divided into two
groups, namely RCEP members (15 countries)
with the rest being non-RCEP members. This
report conducted regression analysis on these
two sets of samples separately to compare the
impact of ISO/IEC 27001 on RCEP members
and non-RCEP members. Results are shown in
Table 8.

Table 8: Sub-group analysis results by RCEP membership status

Developed Developing

Variables

Digital Digital Digital Digital Digital Digital
trade export import trade export import

ISO/IEC 27001 -0.012 -0.006 -0.006 0.090** 0.041* 0.049**
certification (-0.06) (-0.04) (-0.07) (2.33) (1.75) (2.01)
International -0.017 -0.027 0.010** 0.008** 0.005* 0.003*
direct investment (-0.62) (-0.94) (2.27) (2.19) (1.90) (1.75)
Didital infrastructure -0.001 -0.001 -0.001 -0.005** -0.004** -0.001
9 (-0.23) (-017) (-0.34) (-213) (-2.59) (-0.59)
Political relations 1.091* 0.986* 0.105 0.200 0.095 0.104
(1.79) (1.86) (0.97) (1.51) (1.09) (1.54)
Constant 16.959*** 8.323%** 8.636*** 13.556%** 6.583*** 6.973***
(20.63) (14.81) (25.80) (67.74) (46.28) (58.91)
Observations 120 120 120 1,200 1,200 1,200
Number of countries 15 15 15 150 150 150
R-squared 0.455 0.345 0.597 0.232 0.187 0.158

Robust t-statistics in parentheses *** p<0.01, ** p<0.05, * p<0.1

ISO Research Grant 2024 23



H#REi& LETIX, ISO/IEC 270015 EETo4ILE
GIREAL ARSI ESRMEBELREDNDEEEER
TEY, TOIIE ZHREBE~NDERITMANDEE L
UYLIEETY . CORABRRIE, TOALERIZHE TS
ISO/IEC 27001 FREE DR E A& B ZSLIZRATT5HE
NDTY, BAFMBETHLT, EER LEORET
EEMICEENLT ORI —E R ORTEEAT S
BOBAESD, MIAZKIBICEMNSELIENTE
FT. ZBELEOTOAILE ZEBICELTIE, &
BITIKALLTEDEEZRLTLET A, HEtMIcH
ETIH<BEYELz, THILISO/IEC 270015BEE DR
EMRIHRBLIZIEERKRT HDTIELL, RE&
TEHIZEFETOAINEZDOHEZRNEHRDOER
DEEHNLEEIZEDZEDTHHIEERMLTULVE
9. —ATIE, ISO/IEC 27001 [FEHE T O+ R IZE
MR EE 52 OAREENHYET . A TIE,
BB ET ORI AVISHEDBRMRARELT
HEEZLEFHHLTVSTAEEENHY, BRI RE
SREATOAIILE BB ITHHRMAIHETDNTLVE
WIEEEKRLET,

& 8: RCEPMEIKIRAN YT T IL—THniffa R

ISO/IEC 27001 2SN EE DT AILE S L)L
IT5EZ5%EE BE BHAZEOVWTLOEIZE
WTH, BELLDOTIEHYVER A, REETIETY
SILBERERHICRBALTLST=8, ZLDRED
FTEEZE JO—NILEBETOAINN) 1 —F—>
2B 5 INEEES AV TOFREIEALT
W&ET, L=A">T, ISO/IEC 27001885 (F, Z5L7=
BEHO—DELTRRICESHZINTEY, T4
BES~DEBEMMTRENRIZBENTT,

RCEPHNE E &IENEEE

RCEPOIFEICEDE, RKFHFEDH T ILE165
HEIE, RCEPIEE(15HE) LFEMBERD2DOD
TN—TFI2RTonET AREETIE, Shb2D
DTN ITN—TIZHLTENENRIEDFTEST
LY, ISO/IEC 27001 A'RCEPINBEEFEMBEIZE
AT EHEHBLFEL -, HBRIERSITREINTLE
ER

REELE

| wxem | mEgrE
T TR TR TR TR TR TR
5 B @A 25 1] #A

s -0.012 -0.006
ISO/IEC 27001525E (0.06) (0.04)
EREERE -0.017 -0.027
(-0.62) (-0.94)
FSRILASTS -0.001 -0.001
(-0.23) (-0.17)
A 1.091* 0.986*
(1.79) (1.86)
=8 16.959*** 8.323***
(20.63) (14.81)
A% 120 120
*REH 15 15
RERK(RZF) 0.455 0.345

EAAIE AN M #EtE

*p<0.01, ** p<0.05

, * p<0.1

-0.006 0.090** 0.041* 0.049**
(-0.07) (2.33) (1.75) (2.01)
0.010** 0.008** 0.005* 0.003*

(2.27) (2.19) (1.90) (1.75)
-0.001 -0.005** -0.004** -0.001
(-0.34) (-2.13) (-2.59) (-0.59)
0.105 0.200 0.095 0.104
(0.97) (1.51) (1.09) (1.54)

8.636*** 13.556** 6.583*** 6.973***

(25.80) (67.74) (46.28) (58.91)

120 1,200 1,200 1,200
15 150 150 150

0.597 0.232 0.187 0.158

ISO HAZLBIRL & 2024 23



For non-member countries, a 1% increase in
ISO/IEC 27001 certification yields a 0.090%
rise in total digital trade volume. The boost

to imports (0.049%) slightly exceeds that

for exports (0.041%), underscoring how
ISO/IEC 27001 certification functions as a
“passport” for accessing multinational markets
within digital trade. Without the institutional
conveniences afforded by the RCEP, obtaining
international certification provides non-
member states with a compliant and reliable
form of proof. This enhances their ease

of access, serving as a steppingstone for
entering RCEP markets.

For RCEP member states, the impact of
ISO/IEC 27001 certification has become
insignificant, with a negative coefficient. This
may stem from two factors: on the one hand,
as member states are predominantly major
trading countries, or countries with high trade
dependency, large enterprises may have
already obtained ISO/IEC 27001 certification.
On the other hand, the RCEP agreement
incorporates several official measures to
safeguard data security, reducing member
states’ reliance on third-party certification in
digital trade. For instance, Chapter Xll outlines
provisions for e-commerce, establishing
relevant measures and policies for cross-
border information transmission. Consequently,
the level of certification among member states
does not affect their access to trade facilitation
measures, diminishing the marginal utility of
certification. This demonstrates diminishing
marginal returns for acquiring additional
certifications.

Conclusions and
recommendations

Conclusions

The analysis of ISO/IEC 27001 certification at
the national level, conducted on data ranging
from 2016 to 2023, offers multiple insights into
the influence of the standard on digital trade.
Notably, the findings indicate:

Firstly, ISO/IEC 27001 exerts a significant
promoting effect on digital trade. Specifically,
ISO/IEC 27001 certification exerts the greatest
promoting effect on a country’s total digital
trade volume, followed by exports, with

the least pronounced effect observed on
imports. This indicates that ISO/IEC 27001
certification, as the most influential and
credible international information security
standard certification, can establish a trust
foundation in cross-border digital trade,
reduce information asymmetry and compliance
costs, and significantly increase total trade
flows. Moreover, exporters transmit efficient
quality signals of their security governance
capabilities to the international market through
certification, helping them stand out in fierce
international competition. Although certification
can also enhance the confidence of domestic
buyers, domestic market demand, cost-
effectiveness, and product characteristics
typically drive import decisions, rather than
depending on whether foreign suppliers hold a
specific management certification. Therefore,
the impact of ISO/IEC 27001 certification on
digital trade imports is relatively small.

Secondly, the promoting impact of

ISO/IEC 27001 certification on digital

trade exhibits distinct heterogeneous
characteristics. Firstly, there are significant
differences in the promoting effect of

ISO/IEC 27001 certification between developed
and developing countries. Although it has had
a strong positive impact on the total trade
volume and exports of developing countries,
its influence on imports remains insignificant
due to the complexity of digital trade drivers
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and constraints imposed by weak digital
foundations. For developed countries, no
significant effects are observed in either total
digital trade volume or import/export figures.
The reason may be that developed countries
got into the sector earlier and gradually
became more competitive with the high-

end links in the global digital value chain. For
developed countries, their information security
management technology and measures are
relatively mature. Although ISO/IEC 27001
certification is required in the international
market, its additional benefits on digital trade
imports are relatively small.

Secondly, there are significant differences

in the promoting effect of ISO/IEC 27001
between RCEP member countries and non-
RCEP member countries. ISO/IEC 27001
certification has a significant promoting
effect on non-member countries’ digital trade,
whereas it exerts no significant effect on
member countries. The reason may be that
the e-commerce chapter of RCEP establishes
common rules for data security and network
security, digital trade facilitation, etc., which
establishes a certain level of institutional
trust, and may partially replace the need for
enterprises to rely solely on ISO/IEC 27001
certification to establish trust.

Recommendations

Firstly, governments should widely promote
ISO/IEC 27001 to accelerate the development of
digital trade. As global digital trade undergoes
profound evolution, information security risks
are becoming increasingly prominent. The
protective role of ISO/IEC 27001 in digital trade
is growing ever more critical. Consequently,
governments at all levels should persistently
enhance the prevalence and application depth
of ISO/IEC 27001 within their jurisdictions to
leverage the convenience brought by ISO/

IEC 27001 for digital trade. This not only requires
the government to implement incentive policies
to effectively reduce certification costs, but also
requires a systematic layout from the top-level
design to promote certification in coordination

with the construction of domestic digital
infrastructure, the cultivation of digital talents
and the formulation of cross-border data flow
rules. This will guide more enterprises to obtain
ISO/IEC 27001 certification, thereby overcoming
market access barriers and improving data
reliability and compliance in trade.

Secondly, countries should pay attention

to the coordinated development of driving
forces from multiple dimensions. With
countries increasingly prioritizing digital

trade advancement, the global competitive
landscape has become complex. ISO/IEC 27001
certification serves as a significant driver for
digital trade advancement, though it is not the
sole impetus. Consequently, countries should
establish a multi-dimensional, synergistic
framework of drivers. While promoting

the use of ISO/IEC 27001, they must also
prioritize technological innovation, economic
development, international cooperation, and
other facets to avoid dependency or diminishing
marginal returns from ISO/IEC 27001.
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3. The impact of
ISO/IEC 27001 certification
on digital trade in China:

National level

Basic overview of ISO/
IEC 27001 certification in
China

Overall distribution in China

ISO/IEC 27001 has provided crucial support for
enhancing information security management.
China has closely followed international ISMS
standardization trends while addressing
domestic needs, actively advancing the
development of its ISMS standards (China
Standardization Newsletter 2023). This includes

accelerating the national adoption of relevant
international standards, such as issuing GB/T
22080:2025, Cybersecurity Technology -
Information Security Management Systems —
Requirements, through the equivalent adoption
of ISO/IEC 27001:2022. The timely adoption

of Chinese national standards has reduced
compliance risks for enterprises within provincial
jurisdictions in implementing information security
management. This enables businesses to align
with international best practices at a lower
comprehension cost, directly stimulating rapid
growth in certification demand, as illustrated in
Figure 6.

Figure 6: Changes in the total number of valid ISO/IEC 27001 certificates in China
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In terms of volume, China had 2 618 valid
certifications in 2016,"® which surged to 39

835 by 2023.# Over this eight-year period,

the scale of ISO/IEC 27001 valid certifications
expanded more than 15-fold, reflecting

Chinese enterprises’ growing recognition of the
importance of ISO/IEC 27001 certification and
the gradual advancement of information security
management towards large-scale, standardized
implementation. In terms of growth rate, prior to
the pandemic, the annual average growth rate
of certifications exceeded 70%. Subsequently,
the growth rate gradually stabilized, maintaining
an annual increase of approximately 50%. This
indicates that China’s digital economy is shifting
from pursuing greater scale to building a high-
quality development stage centred on security
and trust.

Distribution of listed companies
throughout Chinese provinces

Based on data from the China National
Certification and Accreditation Information
Public Service Platform, this report selected
three representative years spanning a significant
time period: 2016, 2020 and 2023. ArcGIS
software was employed to map the number

of ISO/IEC 27001 certifications in Chinese
provinces, as shown in Figure 7.

Figure 7: Number of ISO/IEC 27001 certifications for listed companies in each province in 2016,

2020 and 2023
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As shown in Figure 7, the number of

ISO/IEC 27001 certifications among listed
companies varies significantly throughout
provinces. In 2016, ISO/IEC 27001 certification
first gained traction in Guangdong Province
and Beijing Municipality, and gradually spread
to other eastern provinces such as Jiangsu,
Shandong and Zhejiang. By 2023, listed
companies in the eastern provinces continued
to deepen their ISO/IEC 27001 certification
efforts, and the certification trend expanded
into central and western regions, including
Anhui, Hebei and Henan.

Overview of digital trade
in China

Distribution in China

In response to the accelerating structural
transformation of the global digital economy,
China continues to strengthen the overarching
design and policy guidance for digital trade. It
seizes opportunities presented by the digital
economy, is deepening reform and opening

its market to digital trade and enhancing
international cooperation in digital transactions.
This approach has sustained the robust
momentum of digital trade development,
achieving steady growth in scale, as illustrated
in Figure 8.

Figure 8: Volume and growth rate of digital trade in China
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Figure 9 illustrates the evolution of China’s Ranking changes in digita| trade

total digital trade volume from 2016 to 2024. In
aggregate terms, China’s digital trade surged development volume throughout

from USD 0.186 trillion in 2016 to USD 0.385 Chinese provinces
trillion in 2024, reflecting a steady expansion
that underscores the growing dynamism of
China’s digital trade sector. In terms of growth
rate, China’s digital trade volume exhibits a
wave-like pattern with three-year cycles,
particularly pronounced between 2016 and
2021, before levelling off. This pattern may stem
from China’s 2016 implementation of new cross-
border e-commerce retail import policies. The
positive list plus customs declaration model
impacted cross-border digital ordering trade.
Meanwhile, 2019 witnessed escalating global
trade protection measures that undermined the
free, open and mutually beneficial multilateral
trading system, hindering China’s digital trade
development.

Table 9 presents the digital trade development
levels and ranking variations throughout 30
provinces in China for 2016, 2020 and 2023. The
top six provinces, including Beijing, Guangdong
and Jiangsu are located in eastern China. These
regions exhibit relatively advanced levels of
digital trade development and maintain relatively
stable rankings, with no significant fluctuations
in their positions. By contrast, the rankings of
the remaining provinces exhibit considerable
volatility, predominantly concentrated in central
and western China. This indicates that digital
trade development in most Chinese provinces
remains in an early competitive phase, with

no province having achieved a pronounced,
decisive lead.

Table 9: Digital trade development levels by province in 2016, 2020 and 2023

Digital trade Digital trade Digital trade
development development development
level level level

—_

Guangdong

0.337 2 0.406 3(41) 0.476 3
0.211 3 0.407 2(™1) 0.555 2
0.203 4 0.263 6(12) 0.402 5(1™M1)
m 0193 5 0.268 5 0.431 4(11)
0180 6 0.306 4(12) 0.359 6(12)
0126 7 0105 15(1 8) 0.100 12(13)
0118 8 0.145 8 0.146 8
m 0114 9 0126 10(1) 0128 10
0.099 10 0183 7(13) 0.169 7
0.095 11 0104 16(¥ 5) 0.071 17(¥1)
0.071 12 0M5 12 0142 9(13)
m 0.057 13 0112 13 0.110 11(12)
0.057 14 0.047 26(112) 0.047 21(15)
m 0.051 15 0137 11(14) 0.093 14(¥ 3)

w
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1
0.337 2 0.406 3(11) 0.476 3
m 0.211 3 0.407 2(11) 0.555 2
0.203 4 0.263 6(12) 0.402 5(11)
Ltimm 0.193 5 0.268 5 0.431 4(11)
0.180 6 0.306 4(12) 0.359 6(12)
wE4 0.126 7 0.105 15(18) 0.100 12(13)
0.118 8 0.145 8 0.146 8
0.114 9 0.126 10(41) 0.128 10
0.099 10 0.183 7(13) 0.169 7
PRE A 0.095 11 0.104 16(15) 0.071 17(11)
0.071 12 0.115 12 0.142 9(13)
S ] 0.057 13 0.112 13 0.110 11(12)
0.057 14 0.047 26(112) 0.047 21(15)
A 0.051 15 0.137 11(14) 0.093 14(13)
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Digital trade
development
EAVEE]

Province

0.048
Jilin 0.044
0.042
Yunnan 0.042
0.037
0.037
0.034
Jiangxi 0.034
0.033
0.030
0.030
Heilongjiang 0.027
0.024

0.022

0.013

@ Easternregion @ Central region @ Western region

30

Digital trade
development
level

0.075
0.040
0137
0.096
0.087
0.106
0.029
0.080
0.027
0.047
0.084
0.037
0.049
0.054
0.051

21(.5)
27(3.10)
9(19)
17(12)
18(12)
14(17)
29(.7)
20(13)
30(16)
25
19(17)
28(41)
24(14)
22(17)
23(17)

Digital trade
development
(V]

0.096
0.024
0.089
0.044
0.051
0.066
0.036
0.089
0.032
0.028
0.048
0.023
0.042
0.043
0.034

13(18)
29(42)
16(4.7)
22(V'5)
19(31)
18(V 4)
25(14)
15(15)
27(13)
28(V 3)
20(41)
30(Vv2)
24
23(¥1)
26(13)

Note: The digital trade development level is measured and evaluated using the entropy method described in the next section.
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IE {2 IE {2 IE {2
HEELARL = HEELARL = HELANL =
0.048 16 0.075 21(15) 0.096 13(18)
0.044 17 0.040 27(110) 0.024 29(/2)
0.042 18 0.137 9(19) 0.089 16(17)
EmE 0.042 19 0.096 17(12) 0.044 22(15)
0.037 20 0.087 18(12) 0.051 19(11)
Alde 0.037 21 0.106 14(17) 0.066 18(14)
0.034 22 0.029 29(17) 0.036 25(14)
0.034 23 0.080 20(13) 0.089 15(15)
0.033 24 0.027 30(16) 0.032 27(13)
HEL 0.030 25 0.047 25 0.028 28(13)
0.030 26 0.084 19(17) 0.048 20(11)
BETH 0.027 27 0.037 28(11) 0.023 30(12)
0.024 28 0.049 24(14) 0.042 24
i 0.022 29 0.054 22(17) 0.043 23(11)
0.013 30 0.051 23(17) 0.034 26(/3)

@ =it @ il @ B
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Comparative analysis of the
annual average development
level of digital trade throughout
Chinese provinces

To provide an intuitive comparison of the overall
development levels of digital trade throughout
China’s provinces, Figure 8(A) reports the annual
average values of each province’s digital trade
development level. From this perspective, the
national average for 2016-2023 stands at 0.123.
Among these, eight provinces and regions
exceed China’s nationwide average, accounting
for approximately 26.67%. Conversely, 22
provinces and regions fall below China’s
nationwide average, representing about 73.33%.

This indicates that the digital trade development
level in the majority of China’s provinces currently
remains below its nationwide average, primarily
in the central and western regions. This is
because central and western provinces not only
have relatively less access to capital and human
resources, but also lag eastern regions in digital
capital investment and digital infrastructure,
significantly constraining the advancement of
digital trade in these areas. By contrast, the
average level of digital trade development

in the eastern provinces has reached 0.232,
almost twice China’s nationwide average. This
reflects their abundant digital capital and a more
favorable digital environment, including more
advanced digital infrastructure, which effectively
promotes the development of digital trade.
Consequently, digital trade development remains
uneven in eastern, central and western regions,
indicating that bridging the digital divide between
these areas remains a significant challenge.

Comparative analysis of the
average annual growth rates
in digital trade development
throughout Chinese provinces

To analyse whether the growth of digital trade
development levels in Chinese provinces faces
bottlenecks, Figure 8(B) displays the growth
rates of digital trade development levels in each
province from 2016 to 2023. China’s nationwide
average annual growth rate for digital trade
development stands at 9.6%. Among the three
major regions, the central and western ones
recorded an average annual growth rate of 10.1%
for digital trade development, exceeding the
national average. Meanwhile, the average annual
growth rates for digital trade development in
provinces within the eastern and central regions
were slightly below the nationwide average.

Looking at the annual average growth rates of
digital trade development in provincial regions,
18 provinces recorded growth rates exceeding
China’s nationwide average, accounting for
60% of the total. The top five provinces by
growth rate were Xinjiang, Henan, Guangxi,
Jiangxi and Shanxi. Notably, Shaanxi, Hainan
and Jilin recorded negative average annual
growth rates in digital trade development,
indicating bottlenecks in advancing digital
trade in these provinces. This may stem from
accelerated outflows of high-end talent and
capital, posing challenges to digital trade
development in these areas.
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Figure 8: 2016-2023 average annual value and average annual growth rate of digital trade development
throughout Chinese provinces
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The impact of
ISO/IEC 27001
certification on digital
trade in China: A
regression analysis

Digital trade, as a new form of commerce,
leverages IT and internet channels to facilitate
rapid transactions and delivery of goods

and services through e-commerce, platform
economies and other scenarios. Throughout this
process, the value creation enabled by digital
trade requires compliance safeguards, such as
ISO/IEC 27001 certification. The ISO/IEC 27001
operates on a risk-based approach with a focus
on continuous improvement, following the Plan-
Do-Check-Act (PDCA) cycle. According to data
released in the Global Digital Trade Development
Report 2024, China has emerged as a major
force in the global digital trade arena, ranking
third worldwide in terms of scale, demonstrating
the robust growth momentum of emerging
economies.

Therefore, this section focuses on examining
the impact of ISO/IEC 27001 certification on
the development level of digital trade in China’s
provinces. Addressing this question will help
enterprises within provincial regions prioritize
cybersecurity and digital technology risks,
accelerate the integration of ISO/IEC 27001
and other information security standards into
internal management systems, and establish
new information-based and digital management
frameworks.

Regression analysis model and
variables

Dual machine learning offers distinct advantages
in variable selection and model estimation,
mitigating issues inherent in ordinary multiple
linear regression models such as the “curse

of dimensionality”, biased estimation and

model specification errors (Yang et al., 2020).
Based on this, this report employs the dual
machine learning (DML) model proposed by
Chernozhukov et al. (2017) to analyse the impact
of ISO/IEC 27001 on digital trade in China. A
partially linear dual machine learning model
validated by peer experts is constructed as
follows:

Digital trade, = 6,1S0/ IEC27001, +g (X,) +U,
E U,|Is0/1EC27001,, X))

1.

i

(2)

ISO/IEC27001, =m (X,) +V,,

E x)

In this context, the subscript i denotes the
province, and ¢ denotes the year. Equation (2)
represents the base regression equation, where
the dependent variable Digital rade, measures
the level of digital trade development in Chinese
province i during year t. The core explanatory
variable ISO/IEC27001, represents the total
number of ISO/IEC 27001 certifications held by
listed companies in province i during year t;

8, denotes the coefficient of the key variable
under examination; X, constitutes the set of
high-dimensional control variables influencing
digital trade development; U, denotes the error
term with conditional mean 0. Equation (3) is
the auxiliary regression equation, where m(X,)
represents the regression coefficient of the
explanatory variable on the high-dimensional
control variables, and 7, similarly denotes the
error term with conditional mean 0.
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Number of ISO/IEC 27001
certifications

Drawing on the research of Wu et al. (2021), this
report measures the number of ISO/IEC 27001
certifications obtained by listed companies in
Chinese provinces by aggregating data and
applying natural logarithms. The indicator is
constructed as follows:

1. Using Tesseract for OCR recognition on
the National Certification and Accreditation
Information Public Service Platform to crawl
ISO/IEC 27001 certification data from listed
companies.

2. Manually screening crawled content to verify
whether listed companies completed annual
surveillance audits and triennial recertifications
on schedule.

3. Aggregating the annual certification status of
listed companies by their registered location to
the corresponding province.

Level of digital trade
development

Drawing on the research of Zhu et al. (2024)
and considering the Chinese context of digital
trade development and data availability, this
report constructs an index system for digital
trade development level (as shown in Table 10)
by selecting 10 secondary indicators from

two dimensions: digital ordering trade driven
by industrial digitization, and digital products,
services and technology trade. The former
focuses on the digital ordering trade resulting
from the use of digital technology to upgrade
production, circulation and transactions in
traditional manufacturing, agriculture and
service industries. The latter focuses on cross-
border transactions of digital technology,
products and services. Using panel data from
30 Chinese provinces spanning 2016-2023, the
entropy weighting method and linear weighting
method were employed to measure digital trade
development levels in Chinese provinces.

The steps were as follows:

1. Standardize the data. The results of
standardization are shown below:
Xy = Xita —min(J‘ci-,'_‘,) (4)
max(x,,) —min(x,,)

Here, i denotes each province, autonomous
region or municipality, wherei =1, 2, ..., n; k
represents each indicator measuring China’s
digital trade development level, where k = 1,
2, ..., m; tindicates the year, where =1, 2, ...,
s. x* denotes the standardized result of the
k™ indicator for the i province in the " year.

2. Calculate the weight assigned to the k"
indicator for the i province in the ¢ year:

Pug = —— (5)

.
Xike
i=l

3. Calculate the information entropy (e ) of the &*
indicator in year

€ :_ﬁgpm In(py,) (6)

4. Calculate the information entropy redundancy
(g,) of the " indicator in year

g =1-¢, (7)

5. Measure the k, indicator (w ) in year ¢

Wy = ok (8)

D L.

k=1

6. Using the linear weighted method, calculate
the level of China’s digital trade development
for province i in year t.

Digtal trade, = Z Wy X5y (9)
=
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Table 10: Indicator system for digital trade development level

Overall indicator Primary indicators Secondary indicators

Digital ordering trade driven
by industrial digitization.

Level of digital
trade development.

Digital products, services
and technology trade.

Control variables

1.

Level of fiscal support: the ratio of local
government general budget expenditures to
regional GDP.

Economic development level: the natural
logarithm of per capita regional GDP.

Industrial structure: the ratio of the value
added by the tertiary sector to that of the
secondary sector.

Social consumption level: the ratio of consumer
goods retail sales to regional gross domestic
product.

Conversion of scientific and technological
achievements: the ratio of technology market
transaction volume to regional GDP.

Number of websites per hundred enterprises.

Percentage of enterprises engaged in
e-commerce transactions.

E-commerce sales.
E-commerce procurement volume.

Online retail sales.

Total telecommunications business volume.
Software business revenue.
IT services revenue.

Number of enterprises in the software and IT
services sector.

Number of manufacturing enterprises in the
electronic information industry.

Population density: the total resident
population at year-end divided by the region’s
area.

Level of foreign investment: the ratio of actual
foreign direct investment to regional gross
domestic product.

Level of informatization: the ratio of postal
and telecommunications business volume to
regional gross domestic product.

Level of financial development: the ratio of
outstanding loans from financial institutions to
regional gross domestic product.
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Sample selection and data sources

The formal release in 2016 of China’s GB/T
22080:2016, Information Technology Security
Techniques Information Security Management
Systems Requirements (the aforementioned
recommended national standard adopted
ISO/IEC 27001:2013 as equivalent), effectively
promoted and standardized the development

of an ISMS among listed companies within
provincial jurisdictions. This report utilizes panel
data from 30 Chinese provinces (excluding
Tibet, Hong Kong, Macao, and Taiwan due to
data collection constraints) spanning 2016-
2023, to empirically examine the impact of
ISO/IEC 27001 certification on the development
levels of digital trade in Chinese provinces. The
relevant indicator datasets are sourced from the
China Statistical Yearbook, China Science and
Technology Statistical Yearbook, China Software
Industry Statistical Yearbook, and the National
Certification and Accreditation Information

Public Service Platform established by the State
Administration for Market Regulation.

Descriptive statistics

Table 11 presents the results of descriptive
statistics and correlation analysis. To verify

the validity of variable selection, this report
examined multicollinearity issues. The results
indicate that the Variance Inflation Factor (VIF)
for each variable is below 5, confirming the
absence of multicollinearity among variables.
The mean and standard deviation of digital
trade development levels were 0.123 and 0.136,
respectively. This indicates uneven development
between provinces and significant variability in
digital trade levels. The mean for ISO/IEC 27001
certification is 0.123, with a minimum of 0 and a
maximum of 0.733. This reflects that the overall
number of ISO/IEC 27001 certifications held by
listed companies in provinces is still in its early
stages, with considerable disparities remaining.

Table 11: Descriptive statistics and correlation analysis

VELET Sample Standard Minimum Maximum
name size deviation values values

Digital trade 0123
ISO/IEC 27001 240 1.473
Level of fiscal support 240 0.255
Industrial structure 240 1.527
Social consumption 240 0.385

level

Conversion of scientific
and technological 240 0.025
achievements

Population density 240 0.048

Level of

s 240 0.017
foreign investment

Level of informatization 240 0.070

Level of financial

development 240 1.531

0.136 0.012 0.733

1.413 0 5.226 3.47
0.105 0.105 0.675 1.97
0.410 1.008 2.997 4.43
0.797 0.755 5.690 2.46
0.066 0.180 0.504 1.48
0.035 0 0.195 2.76
0.072 0.001 0.395 2.09
0.018 0 0.101 1.36
0.062 0.015 0.290 117
0.438 0.743 2774 2.08
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Overa" analysis of the impact of causal effect estimation, Column (2) further

. ge . incorporates second-order terms of control
IS.O.IIEC 270(.)1 cer.tlflcatlon on variables. The regression coefficient is
dlgltal trade in China significantly positive at the 1% level. The

results indicate that ISO/IEC 27001 certification
significantly enhances the digital trade
development level in provinces. Holding other
conditions constant, a one-unit increase in
ISO/IEC 27001 certification corresponds to a
0.031-unit increase in digital trade development.
Columns (3) and (4) report the specific

impacts of ISO/IEC 27001 certification on each

A dual machine learning model was employed
to estimate the impact of ISO/IEC 27001
certification on the digital trade development
levels in provinces. The sample was split in

a 1:4 ratio, with both the main regression

and auxiliary regression using random forest
algorithms. Table 12 reports the estimation

results. . ; a

dimension of digital trade development. Results
Column (1) controls for time-fixed effects, show that ISO/IEC 27001 certification promotes
province-fixed effects, and first-order digital ordering trade (0.033) and digital
terms of other control variables. To more products, services and technology trade (0.028)
comprehensively model the relationship in provinces, with a stronger effect on digital
between control variables and the dependent ordering trade.

variable and enhance the accuracy of

Table 12: Baseline regression results

Variables Digital trade Digital trade Digital Digital products,
development development ordering services and
level level trade technology trade

0.025*** 0.0371*** 0.033*** 0.028***
ISO/IEC 27001 (4.77) (4.20) (5.04) (4.69)
Control variable Yes Yes Yes Yes
single term
Control variable No Yes Yes Yes
quadratic term
Provincial Yes Yes Yes Yes
fixed effects
Year fixed effect Yes Yes Yes Yes
Sample size 240 240 240 240

Values in parentheses represent robust z-test values *** p<0.01, ** p<0.05, * p<0.1
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Comparative analysis of the
impact of ISO/IEC 27001
certification among regions

Disparities in economic development levels

The level of economic development reflects

a region’s overall economic scale and growth
rate. Differences in this broader environment
may limit the effectiveness of ISO/IEC 27001
certification. To examine the impact of
economic development on ISO/IEC 27001
certification, this report divides the sample into
two subgroups based on the average per capita
regional GDP (logarithm): provinces with high
economic development and provinces with low
economic development. The estimation results
are shown in Column 1 and 2 of Table 13.

It is evident that ISO/IEC 27001 certification
exerts a significant and positive promoting
effect on the development of digital trade in
both low and high economic development
regions. Moreover, its promoting effect is
substantially greater in provinces with high
economic development than in provinces with
low economic development. This demonstrates
that the effectiveness of information security
governance, exemplified by ISO/IEC 27001
certification, is strongly correlated with

local economic development. As economic
conditions improve, socioeconomic security
risks become more complex, leading to
increased emphasis on information security
governance. Consequently, the promoting
effect becomes more pronounced, boosting
provincial digital trade development levels.

15 https://finance.sina.com.cn/jjxw/2025-03-14/doc-ineprcmk9753323.shtml.

Geographical location differences

Geographical location-induced disparities

in resource endowments are highly likely to
influence the promoting effect of ISO/IEC 27001
certification on regional digital trade development
levels. This report divides the sample into
eastern, central and western regions based on
three major economic belts, with estimation
results presented in columns 3 to 5 of Table 13.

The findings indicate that ISO/IEC 27001
certification significantly enhances digital
trade development in eastern and western
regions, while exhibiting no significant effect
on central regions. A possible explanation

is that the eastern region benefits from its
advantageous geographical location, abundant
resources and well-developed cybersecurity
infrastructure, enabling faster detection and
resolution of service disruptions, ransomware
attacks and information leaks, thereby
significantly advancing regional digital trade
development. By contrast, central and western
regions grapple with inadequate digital
infrastructure development, relatively lagging
digital technology adoption, and weak support
for development factors, particularly a severe
shortage of high-end digital talent. In addition,
the central region is located inland, not by the
sea or along the border, and has a low degree
of openness to the outside world, particularly a
low level of service trade.”® These constraints
significantly diminish the promoting effect

of ISO/IEC 27001 on regional digital trade
development.
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Table 13: Sub-group analysis results

I T T R

Variables Provinces with
low economic

development

Provinces with
high economic
development

Western
region

Central
region

Eastern
region

0.038*** 0.017%** 0.066*** 0.002 0.012**
ISO/IEC 27001 (4.56) (2.83) (6.94) (0.61) (2.46)
Control variable Vi Yes Yes Yes Yes
single term
Control variable Yes Yes Yes Yes Yes
quadratic term
Time-fixed Yes Yes Yes Yes Yes
effect
Provincial
fixed Effects ves Yes Yes e e
Sample size 106 134 88 64 88

Values in parentheses represent robust z-test values *** p<0.01, ** p<0.05, * p<0.1

Conclusions and policy
recommendations

Conclusions

This report employs provincial panel data from
2016 to 2023 to measure the level of digital trade
development in China’s 30 provinces (excluding
Tibet and the Hong Kong, Macao and Taiwan
regions). By constructing a dual machine learning
model, it empirically examines the impact of
ISO/IEC 27001 certification on digital trade
development in Chinese provinces, yielding

the following conclusions. Firstly,

ISO/IEC 27001 certification exerts a significant
promoting effect on digital trade development

in Chinese provinces. Secondly, the promoting
effect exhibits heterogeneous characteristics:
compared to provinces with low economic
development, ISO/IEC 27001 certification
primarily drives the digital trade development

in provinces with high economic development.
ISO/IEC 27001 certification has demonstrated
more pronounced effectiveness in enhancing
digital trade development in eastern and western
China. In central China, however, its promoting
impact on digital trade development has yet

to materialize, potentially owing to insufficient
levels of opening-up and other related issues.

Policy recommendations

Firstly, the international standards
organizations should promote widespread
adoption of ISO/IEC 27001 by enterprises.
China’s practice has proven that ISO/IEC 27001
is conducive to promoting digital trade.
International standards organizations should
vigorously promote the role of ISO/IEC 27001
and its certification in promoting digital trade,
such as reducing trade costs and enhancing
trust. This helps to encourage enterprises

to view ISO/IEC 27001 as a key factor in
strengthening ISMS and enhancing digital trade.

Secondly, governments should consider
ISO/IEC 27001 and its certification as a
catalyst for digital trade. ISO/IEC 27001 can
address the cyber-risks and digital technology
risks faced by enterprises during digital trade
operations. Governments, especially those at
all levels in central China and lower economic
development provinces, should accelerate

the development of a certification system
tailored to local enterprises’ information
management needs. This ensures enterprises
in these provinces take information security
management seriously, enabling them to adapt
to the new development landscape driven by
the digital trade wave.
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4.1SO/IEC 27001 certification
and digital trade: Enterprise

level

Research at national and international levels
has confirmed that ISO/IEC 27001 certification
promotes the growth of digital trade, but the
corporate-level mechanisms underpinning this
relationship require further exploration.

Two Chinese enterprises were selected as
case studies for this exercise, based on criteria
of typicality, relevance and data availability
—H3C and DPtech. The in-depth analysis
included interviewing corporate executives

and collecting secondary materials, such as
annual reports and official website reports of
the enterprise to obtain relevant information
on ISO/IEC 27001 and its certification for those
case companies. This section systematically
sorts out the reasons, processes and effects
of enterprises applying for ISO/IEC 27001
certification. Finally, the impact mechanisms
of ISO/IEC 27001 and its certification on digital
trade are identified, as shown in Figure 9.

Figure 9: The impact mechanisms of ISO/IEC 27001 and its certification on digital trade
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The case of H3C
Technologies Co., Ltd.

H3C is a core digital solutions provider

under the New Tsinghua Holdings Group.
Headquartered in Hangzhou, it was established
in 2003. The company focuses on full-stack
ICT infrastructure including cloud computing,
Al and industrial internet. It offers one-stop
digital technology services and maintains
market leadership in areas such as intelligent
connectivity and smart computing. As a core
participant in digital transformation, H3C has
ranked first in China’s network management
software market for seven consecutive
years.'® In 2024, the Ministry of Industry and
Information Technology awarded it First Prize
for Digital Economy Innovation Achievements
for its Intelligent Computing Edition Digital
Brain solution.

H3C stays at the industry forefront in product
innovation. Its upgraded Lingsi Intelligent
Computing Solution in 2025, featuring the high-
density deployment of 64 cards per cabinet

to support trillion-parameter model training,
has become a benchmark for Al computing
infrastructure. Strategically, H3C achieves in-
depth local development and global expansion.
In China, it has established nine major bases,
nine industrial centres and more than 50 sales
and service organizations nationwide, enabling
rapid response to demand and creating

quality services for customers and ecosystem
partners. In overseas markets, it has set up

17 branches throughout Africa, Asia, Europe
and Latin America, with products available in
nearly 100 countries and services covering

176 countries, supporting the overseas digital
transformation of Chinese-funded enterprises.
Upholding its vision of “enabling an intelligent
world where everything is connected”, H3C is
driving global digitalization towards greater
efficiency, security and inclusiveness through
continuous innovation.

16 Based on IDC data: China Quarterly IT Services Tracker

Drivers behind H3C'’s
ISO/IEC 27001 certification

Market access needs: Meeting bidding and
international market requirements

Meeting the needs of domestic and
international market access stands as a primary
driver for H3C's certification. In the domestic
market, especially in key sectors such as
government, finance and telecommunications,
ISO/IEC 27001 certification has become an
indispensable prerequisite for participating in
bidding. Without this certification, H3C would
face significant obstacles in securing major
projects. Many customers not only regard the
certification as a mandatory qualification for
equipment procurement, but also integrate

it directly into their bid evaluation systems.
Interviewees confirmed this. One interviewee
said: “The initial certification was primarily
driven by market demand. Essentially, the
certification is for bidding needs, to enhance
competitiveness in bidding.” They elaborated:
“We participate in bidding for projects involving
network equipment, security devices, servers
and related items. Purchasers in this field
typically require fundamental credentials
related to information security, along with
items such as proof of sales qualification

and software copyrights. ISO/IEC 27001
certification is essentially a prerequisite

- a threshold requirement. Without this
certification, entry into many market projects
would be impossible.”

In the international market, as global
information security regulations become
increasingly stringent, enterprises operating
internationally must adhere to multi-
jurisdictional mandates, including the EU
GDPR and China’s Cybersecurity Law. To
support overseas business expansion and
meet local data protection requirements, H3C
must take proactive measures to leverage
the certification. An interviewee stated: “We
have foreign business, so we also need to
comply with the EU GDPR, relevant regulations
in some South-East Asian and South
American countries, and conduct business

42 ISO Research Grant 2024
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in compliance.” Corresponding to this, they
added: “We have uploaded the English version
of ISO/IEC 27001 certification on the official
English website of the group for overseas
customers to view.” This further reflects the
certification’s role in facilitating compliance
with local market requirements.

Internal management needs: Validating
existing security system effectiveness

Evaluating and improving the effectiveness

of its internal ISMS is a core objective of

H3C'’s certification. As the company expands
its global operations, internal information

flows have become increasingly complex,
necessitating efficient and secure management
mechanisms. Unlike newly established or small
enterprises that rely on certification to build
security systems from scratch, H3C already
has a solid foundation in information security.

For H3C, the ISO/IEC 27001 certification
process serves as a third-party validation of
its existing security framework rather than

a ground-up construction. The certification
requirements help clarify departmental
responsibilities, standardize information
processes and promote secure information
circulation. Interviewees emphasized this
distinction. One said: “H3C already had a
strong foundation in information security. The
main purpose of implementing ISO/IEC 27001
certification for H3C is to enable third-party
organizations to evaluate the effectiveness of
the company’s existing system. H3C does not
rely on third-party assistance to establish a new
security system. This differs from the situation
of new or small companies.” They further
noted: “H3C has actually implemented many
standards, not relying solely on ISO/IEC 27001
to build the system. For us, ISO/IEC 27001, like
national laws and regulations, is a bottom-line
requirement. If we only meet the bottom line,
we cannot manage safety well. Our goals are far
higher than the bottom line.”

H3C’'s ISO/IEC 27001 certification status

H3C has obtained ISO/IEC 27001 Information
Security Management System certification and
holds five Level 3 Cybersecurity Protection
Certification systems, undergoing annual
re-evaluation as required by cybersecurity
authorities. The company strictly adheres

to Chinese laws and regulations while also
complying with the EU GDPR and relevant
laws in South-East Asia and South America

for its overseas operations, ensuring globally
compliant cross-border business activities.
H3C's ISO/IEC 27001 certification covers all
business operations and product lines, not
limited to specific departments or individual
services. For international adaptation, the
global applicability of ISO standards enhances
the certification’s value. The company
specifically selected a Norwegian certification
body operating in China to issue the certificate,
thereby strengthening its international
credibility. To meet regional requirements,
H3C has established an English section on its
official website to display English certificates.
For regions like Italy that place greater
emphasis on TUV qualifications, H3C prioritizes
collaboration with joint-venture certification
bodies to ensure the certificates’ validity and
recognition worldwide.

Additionally, H3C has established a dedicated
information security department to handle daily
operations and formed a cross-departmental
information security task force covering all
first-level departments. At the strategic level,
the “President’s Office Meeting” determines
information security strategies, annual priorities
and resource allocation, forming a top-down
management model. Core protection targets
primarily include technical information and
operational information. Technical information
encompasses core technical assets, such as
code and R&D materials, while operational
information covers sensitive business

data, including annual financial reports,
compensation information, customer data
and product pricing. In terms of information
security management direction, technical
protection focuses on defending against
various cyberattacks. With the adoption

of cloud computing, Software as a Service
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(SaaS) and Al technologies, emerging security
techniques like Al-powered operations and

Al monitoring/protection are progressively
replacing traditional manual data centre
management models, achieving collaborative
defense through “human+technology”
integration. Management measures involve
establishing comprehensive policies to regulate
employee conduct, balancing business growth
with security controls. For instance, explicit
operational rules govern employee password
management and device access permissions.

H3C systematically advanced its ISMS
certification in accordance with the ISO/IEC 27001
standard (see Figure 10). The process began by
defining the certification scope, encompassing
core business operations and information
systems throughout headquarters and global
branches, while identifying and classifying
information assets including hardware, software,
data and intellectual property. Subsequently, a
comprehensive assessment evaluated potential
threats and vulnerabilities in cybersecurity,

data protection and personnel management
domains, providing quantitative analysis to inform
countermeasures development.

Figure 10: H3C ISO/IEC 27001 certification process

Based on the assessment results,

H3C developed an integrated strategy
encompassing physical, network, data and
personnel security, closely aligned with
corporate strategy. The company established
a comprehensive ISMS framework and
documentation system, clearly defining
security responsibilities for each department
and position. During implementation, security
levels and operational efficiency were
continuously enhanced through company-wide
training and regular system inspections.

To validate the effectiveness of the system,
H3C regularly conducts internal audits and
management reviews, promptly addressing
identified issues. After the system matured,
the company successfully passed a third-party
on-site audit and obtained ISO/IEC 27001
certification. Since then, H3C has continuously
optimized its ISMS, actively addressing security
challenges posed by emerging technologies,
such as cloud computing and big data,

thereby providing robust safeguards for digital
transformation.
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Effectiveness of H3C's
ISO/IEC 27001 certification

Market access enhancement: Forging a global
trust passport

ISO/IEC 27001 certification has become

a “passport” for H3C to break through
international market barriers, with its global
recognition effectively strengthening trust
among overseas customers. Beyond serving as
a bidding and compliance tool, the certification
translates into tangible competitive advantages
by reinforcing H3C'’s credibility in the global
marketplace.

To maximize the certification’s value, H3C

has adopted supporting measures such as
introducing proprietary high-performance
business processing chips, dedicated core
software systems, and partnering with
internationally renowned security organizations
and manufacturers like Microsoft, Kaspersky
and Commtouch to deliver comprehensive,
reliable and stable security protection
solutions. The company also prioritizes
certification from joint venture institutions to
ensure broader international acceptance. An
interviewee explained: “The ISO/IEC 27001

is internationally recognized. In theory,

after obtaining certification, as long as the
certificate is recognized, it can be used
abroad.” They added: “H3C usually seeks
ISO/IEC 27001 certification from joint venture
institutions, as foreign clients recognize
certificates issued by overseas institutions and
joint venture institutions.” Ultimately, the trust
transmitted by the certification is continuously
converted into business growth momentum for
H3C globally.

Internal management optimization: Boosting
operational efficiency

The certification has optimized H3C'’s internal
management model by serving as a baseline
for information security compliance, helping
the company systematically identify and
address vulnerabilities in its security protection
framework. More importantly, it provides a
robust justification for advancing internal
information security initiatives, effectively
balancing the tension between security
controls and business development. This has
significantly reduced internal implementation
resistance and operational costs.

As one interviewee noted: “ISO/IEC 27001
certification helps us systematically identify
and address gaps while strengthening

weak areas. At the same time, it provides

a basis for advancing information security
work. When promoting security controls,
resistance is inevitable, especially when
security conflicts with business operations.
Having the support of laws, regulations and
compliance certifications significantly reduces
the difficulty of internal implementation.

So, the biggest help of ISO/IEC 27001 and
other system certifications is to enable us to
better promote information security work and
implement control requirements internally.”
The interviewee added that for enterprises
with weak foundations, the certification can
also assist in conducting risk analysis, process
monitoring and resolving other management
issues, which remains valuable. Additionally,
the certification clarifies cross-departmental
security responsibilities, facilitating secure
information sharing on cross-departmental
projects and laying a solid foundation for
efficient project advancement.
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Business development upgrade: Expanding
high-value security consulting services

The certification has empowered H3C to
expand its business boundaries by leveraging
its accumulated security expertise to offer
high-value security consulting services.

With nearly two decades of experience in
cybersecurity, H3C has integrated Hewlett
Packard Enterprise Company’s professional
consulting team and experience to build mature
methodologies, advanced tools and a team of
seasoned security consulting specialists.

As a leading vendor with a comprehensive

ICT product portfolio, H3C boasts experts
throughout networking, back-up storage,
disaster recovery, applications and middleware
- beyond security technical advisers. This
enables it to deliver integrated consulting
services covering network, cloud, mobile,
application, data, and loT security. The
certification has created new cooperation
opportunities in this area, as one interviewee
explained: “Our company'’s service department
actually assists clients in establishing
management systems. For example, the
technical services department helps clients
build system frameworks for ISO Standards
and domestic standards. This also represents
a valuable cooperation opportunity brought
about by certification.”

The case of Hangzhou
DPtech Technologies
Co., Ltd.

DPtech is a leading enterprise in China’s full-
scenario cybersecurity sector and was listed
on the ChiNext board of the Shenzhen Stock
Exchange in April 2019. DPtech embarked

on its ISO/IEC 27001 information security
management system certification journey in
2015. The company consistently upholds its
mission of “making networks simpler, smarter
and more secure”, focusing on core domains
including cybersecurity, data security, industrial
control security and application delivery.
After more than a decade of dedicated
development, the company has established a
service network spanning critical industries,
including government, telecommunications,

power and energy, finance and public security,
becoming a vital security force in the digital
transformation of various sectors. In 2024, the
company delivered outstanding operational
performance, achieving operating revenue of
RMB 11.548 billion, a year-on-year increase of
11.68%. Net profit attributable to shareholders
of the listed company reached RMB 1.612
billion, a 27.26% year-on-year increase. Net
cash flow from operating activities amounted
to RMB 3.282 billion, surging 160.69% year-
on-year. The company demonstrated high-
quality development in scale expansion and
profitability, showcasing its competitive
resilience and growth potential within the
cybersecurity industry.

Drivers behind DPtech’s
ISO/IEC 27001 certification

Market access needs: Meeting bidding
requirements and international market
requirements

Fulfilling market access needs is a core driver
for DPtech’s certification. As a company
deeply engaged with the cybersecurity
industry, DPtech’s primary clients are
concentrated in critical sectors such as
government, telecommunications, finance

and power/energy. In bidding for high-

value projects in these industries, clients

not only assess product performance but

also attach great importance to suppliers’
own security management and service
guarantee capabilities. Developed international
markets, in particular, impose extremely

strict and complex compliance requirements
on information security management, such

as the Cybersecurity Law and the Data
Security Law. ISO/IEC 27001 certification,

as an internationally recognized information
security management standard, has become
a mandatory prerequisite for market access.
As one interviewee stated: “In project bidding,
many leading enterprises and operators require
us to obtain ISO/IEC 27001 certification. To
meet international market requirements, and
comply with domestic and foreign regulations,
DPtech has obtained ISO/IEC 27001
certification for the sales of network security
products related to overseas markets.”
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Internal management needs: Fuelling digital
transformation

Driving the continuous optimization of

internal management and supporting digital
transformation is a long-term driver for DPtech.
ISO/IEC 27001 aligns with the company’s
internal demand for digital transformation
security. With the development of the
company’s business, DPtech wants to achieve
several things: establish a comprehensive
protection mechanism covering technology,
management and personnel, mitigate risks such
as network attacks, reduce data breaches, and
dynamically adapt to evolving threats through
regular audits and optimizations. DPtech views
ISO/IEC 27001 certification not as an end

goal but as a starting point. Through post-
certification periodic audits and continuous
improvement mechanisms, DPtech is able to
regularly review and refine its security policies
and processes, dynamically adapting to the
evolving cybersecurity threat landscape.

This culture of continuous improvement is
highly consistent with DPtech’s core values of
“innovation, integrity, contribution and sharing”.
An interviewee emphasized: “It is essential

to dynamically adapt to the evolving security
demands of digital transformation. During this
process, the ability to identify risks must be
established, with the ISO/IEC 27001 standard
serving as a key reference.” He added: “In
terms of self-demand, DPtech wants to
dynamically adapt to its own security needs in
digital transformation. DPtech aims to establish
a comprehensive protection mechanism

that covers technology, management and
personnel. It also seeks to mitigate risks such
as network attacks, and strengthen security
defenses, reduce data breaches, dynamically
adapt to changes in threats through regular
audits and optimizations, and finally, support
security needs in digital transformation.”

DPtech’s ISO/IEC 27001
certification status

DPtech’s IT department fully manages the
ISO/IEC 27001 certification process (see
Figure 10). This department centrally
coordinates all aspects of the enterprise
information security certification, playing

a core leading role throughout the entire

life cycle — from preparatory work prior to
certification, coordination and communication
during the certification process, and post-
certification maintenance and optimization.
To ensure comprehensive information security
throughout all corporate operations, the
ISO/IEC 27001 certification encompasses
every business department, including
marketing, R&D and technical support.
Whether safeguarding customer information
during marketing campaigns, protecting core
technological assets in R&D, or maintaining
user data confidentiality in technical support,
all aspects are integrated into the certification
management system, achieving full coverage
of information security management.

Certification’s key control areas cover four
core links: development security, supplier
security, project management security, and
application and network security. Specifically,
for development security, the company

holds Capability Maturity Model Integration
(CMMI) Level 5 certification, deploys virtual
desktops for development-process data
protection, and adopts Product Life Cycle
Management (PLM) and Enterprise Resource
Planning (ERP) systems to secure internal
system development. For supplier security, it
signs security/confidentiality agreements and
conducts on-site supplier audits. For project
management security, it follows relevant
specifications to enforce security requirements
and standardizes operations via information
systems. For application and network security,
it deploys firewalls, Intrusion Prevention
Systems (IPS), situational awareness systems
and bastion hosts for isolation, protection and
auditing, while conducting regular system
security tests and local/off-site back-ups of
critical data.

During the process of pursuing ISO/IEC 27001
certification, DPtech also encountered several
challenges. The most prominent challenge was
balancing the relationship between information
security and work efficiency, as well as
between investment and value output. This
issue significantly influenced the company’s
decision-making.
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Take protecting core R&D assets as an
example. To ensure the security of these
assets, the company implemented virtual
desktops for management. However, the
application of virtual desktops had a slight
negative impact on R&D work efficiency. To
address this issue, the company conducted
in-depth research and analysis, implementing
a differentiated solution. For the R&D
department, while ensuring the security of core
assets, the company continuously optimized

Figure 11: DPtech’s ISO/IEC 27001 certification status

A4

the performance and user experience of

virtual desktops to minimize the impact

on R&D efficiency. For other departments,

core asset protection relied more on robust
management practices and a limited number of
necessary technical measures. This approach
ensured information security while maximizing
work efficiency throughout all departments,
achieving a balance between information
security and operational productivity.
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The effectiveness of DPtech’s
ISO/IEC 27001 certification

Commercial value elevation: Gaining the
competitive edge in market competition

At the commercial level, ISO/IEC 27001
certification has brought significant
competitive advantages to DPtech. On one
hand, it meets domestic and international
market compliance requirements for corporate
information security management, helping
mitigate operational security risks. On the other
hand, it strengthens customer trust, enhances

the company'’s attractiveness in market
competition, and lays a solid foundation for
business expansion. Obtaining this certification
allows DPtech to directly enter high-end
markets and significantly improve its market
competitiveness. As one interviewee noted:
“Chinese enterprises have ISO/IEC 27001
certification, which is very helpful for the
credibility of products and solutions, as well as
for enhancing market competitiveness.”

Another interviewee elaborated on the bidding
benefits: “Using the ISO/IEC 27001 certification
in bidding processes provides clear and direct
benefits: it helps reduce operational risks and
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enhances customer trust.” He added:

“ISO/IEC 27001 qualifications help enterprises
obtain more orders.” As the interviewee
summarized: “Certification enhances
customers’ trust in the enterprise, making it
more attractive in the market and beneficial for
business expansion.”

Internal management optimization: Improving
the information security management system

Obtaining ISO/IEC 27001 certification

has promoted a comprehensive and in-
depth optimization of DPtech’s ISMS. From
management model transformation to

risk prevention enhancement, and from
employee awareness upgrading to process
institutionalization, the system has achieved
a leap from fragmented management to
systematic governance. This has significantly
improved the overall level of the company’s
information security work and laid a solid
foundation for business development.

Key elements of progress have included:

Management model upgrade: From reactive
response to proactive prevention

The certification has driven a fundamental
transformation in DPtech’s information
security management approach: moving from
the previous “reactive firefighting” model to
an “active prevention” model, and evolving
management processes from “disjointed and
arbitrary” to “systematic and standardized”.
By establishing a comprehensive ISMS and
processes, the efficiency and effectiveness of
information security management have been
significantly enhanced.

One interviewee recalled: “Before certification,
our information security efforts were relatively
passive and fragmented, lacking clear
standards and a systematic framework. After
the problem arose, a system and process were
developed to address it, lacking initiative and
systematic problem-solving. After reviewing
various practices, we recognized that the
ISO/IEC 27001 framework is more
comprehensive, helping to address issues in

a systematic manner and move away from

the previous scattered and inconsistent
approaches.” They added: “After certification,
the company’s management approach has
become more standardized and structured...
Risk control objectives are now clearer, and
process-driven operations have effectively
kept risks under control.”

Risk prevention enhancement: Clearer
objectives and targeted protection

ISO/IEC 27001 certification has helped DPtech
establish a risk-driven management approach.
As a result, DPtech has clarified the goals and
priorities of information security management
through the certification system. Targeted
protection measures have been established
for the company’s core information assets,
enabling timely detection and response to
various security incidents, thereby minimizing
security breach-related losses.

Prior to certification, unregulated information
security management posed hidden risks

to the company. As one interviewee noted:
“After certification, the company’s risk control
objectives have become clearer, and process-
driven operations are now effectively managing
risks.” This systematic risk management
approach has significantly reduced the impact
of potential security threats on business
operations.

Employee awareness improvement: Building a
solid human defence line

Through training and awareness-raising
activities during the certification process,
employees’ information security awareness

has been greatly enhanced, transforming them
from a “weak link” into a “security defence line”
for the company. Employees now consciously
abide by the ISMS in daily work and proactively
identify and mitigate security risks, further
reducing the company’s overall information
security risks.

One interviewee pointed out: “Before
certification, employees had weak security
awareness, such as using weak passwords
and inadequate confidentiality of personal
information.” To consolidate the awareness
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improvement, DPtech has embedded internal
processes and policies into platforms such as
PRM, ERP and CRM, institutionalizing workflows
to ensure all employees follow standardized
procedures. The interviewee confirmed: “Both
management and R&D staff have demonstrated
enhanced security awareness.”

Conclusions and
recommendations

Conclusions

Certification serves as the core credential for
enterprises to gain market access and secure
competitive advantage.

In tendering processes for projects within
critical sectors such as government,
telecommunications, finance, and power

and energy, ISO/IEC 27001 certification has
evolved from a supplementary advantage to
an essential qualification or core evaluation
criterion. For DPtech, this certification grants
eligibility to compete in high-end markets
while dismantling international trade barriers.
It demonstrates to overseas clients that its
information security management aligns with
global standards, paving the way for business
expansion worldwide.

H3C, meanwhile, leverages this certification
alongside its Tier 3 Cybersecurity Protection
Level certification to meet stringent data
protection requirements in regions such as the
EU and South-East Asia. Its strategic choice
of Norwegian certification bodies operating

in China, coupled with regionally tailored

TUV qualifications, further enhances the
international credibility of its certifications,
directly driving growth in overseas orders.
Both enterprises demonstrate that certification
serves as a strategic foundation for winning
client trust and capturing market share in
digital trade.

ISO/IEC 27001 and its certification drive
systematic upgrades to corporate information
security management models.

ISO/IEC 27001 has enabled both enterprises
to transition from a reactive, firefighting
management approach to establishing

a proactive, systematic framework for
prevention. At the enterprise level, DPtech
centralized certification efforts in all business
departments under its IT division, achieving
comprehensive information security coverage.
H3C established a dedicated information
security department and formed cross-
departmental working groups, with strategic
decisions overseen by the President’s Office,
creating an efficient top-down management
structure that clarifies departmental
responsibilities and reduces communication
overhead.

Regarding processes and technology, DPtech
integrates security requirements throughout
the entire business lifecycle via CMMIS

virtual desktops and PLM/ERP systems, while
balancing security and efficiency according

to the distinct needs of R&D versus non-R&D
departments. H3C has introduced Al-driven
operations, Al monitoring and protection
technologies to replace traditional approaches,
forming a collaborative defence system
combining human expertise with technological
capabilities. Notably, H3C’s actual security
management standards now exceed
certification benchmarks. These certifications
primarily validate and enhance the
effectiveness of existing frameworks, reflecting
the forward-thinking strategic positioning of
mature enterprises.
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The value of ISO/IEC 27001 and its
certification extend beyond compliance
assurance to encompass business
empowerment and brand building.

Information security management capabilities
have evolved from a supporting role to a value-
creating driver. DPtech leveraged ISO/IEC 27001
to strengthen protection of core R&D assets
and enhance supplier security controls, thereby
boosting the competitiveness of its products
and solutions, achieving significant revenue
growth in 2024. H3C, meanwhile, transformed
its certification practices into external security
consulting services. Capitalizing on its full-
stack ICT product line advantages, it provides
ISO/IEC 27001 certification consulting to
clients, creating a new business growth point.
Furthermore, both enterprises bolstered client
trust through certification: DPtech met domestic
and international compliance requirements to
mitigate operational risks, while H3C enhanced
global brand influence by building digital trust.
ISO/IEC 27001 and its certification are vital
pillars for corporate digital transformation and
high-quality development.

Recommendations

Elevate information security management to
the corporate strategic level.

Organizations should integrate ISO/IEC 27001
certification into their long-term development
strategy, with senior management
spearheading implementation and coordinating
resource allocation to ensure information
security management is planned and executed
in tandem with business development. Only
by embedding security capabilities as a core
organizational competency can sustainable,
differentiated advantages be established amid
increasingly fierce digital competition.

Establish a continuous improvement
mechanism to proactively adapt to
technological evolution and business
changes.

Certification is not the end goal, but rather
the starting point for enhanced management.
Enterprises should establish routine review
and optimization mechanisms to proactively
address security challenges that emerging
technologies such as cloud computing and Al
pose. Concurrently, through continuous staff
training and cultural development, security
awareness must be embedded within the
organization’s DNA, thereby constructing a
security governance framework that effectively
defends against risks while flexibly supporting
business innovation.

Unlocking the derivative value of ISO/
IEC 27001 and its certification to drive the
transformation of security capabilities.

Enterprises must proactively unlock the
business-enabling value of ISO/IEC 27001 and
its certification. Technology-driven companies
may follow the example of H3C by transforming
certification practices into external services,
such as security consulting and system
architecture development, thereby cultivating
new revenue streams. Product-driven
enterprises can draw inspiration from DPtech
by leveraging ISO/IEC 27001 to enhance R&D
and supply chain security, thereby boosting
product competitiveness. Furthermore, by
capitalizing on the international credibility of
certification, they can expand into overseas
markets, propelling information security
management from a cost centre to a value-
creating hub and injecting momentum into
high-quality corporate development.
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