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The purpose of this paper’ is to present a review of the issues (both
challenges and opportunities) that artificial intelligence (Al) is posing
for consumers, and to provide some guidance and recommendations
to ensure consumer needs and protection are considered in the
development of Al-related ISO standards.

The paper starts with a sample of current definitions and descriptions of Al - including ISO’s
definitions and ongoing work in Al - followed by lists of key Al-related consumer opportunities and
challenges. It continues with a sample review of key trends in Al policy and governance work on

Al that impact consumer welfare and rights. A sample review of consumer and other civil society
organizations’ recommendations on Al follows to duly reflect current burning societal debates and
to contextualize the ensuing recommendations. The paper draws on a review of referred sources
that can support the work of ISO Technical Committees (TCs) as a repository of relevant regulatory
guidance and tools for standardization. It was drafted by an ISO/COPOLCO Task Group (TG)

issued from Working Group (WG) 22 “Consumer Standards Action Group”, with the support of the
Secretariat. The paper also reflects input and comments received from ISO/COPOLCO members on
proposed recommendations, who were consulted for feedback between September-October 2024
and a Committee Internal Ballot between March and April 2025. This paper represents a snapshot
of issues of interest at its publication. A list of areas of potential future work on artificial intelligence
related to consumer interests and rights is presented in the Annex.

1 This paper is a reviewed version of the same paper that was provided as ANNEX 4 to COPOLCO N784 for Plenary Meeting, 46 May 2024, Nairobi (Kenya).
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1. Background

1.1 ISO definition of Al

ISO has long been following Al and producing
international standards (IS) around it. As

ISO General Secretary Sergio Mujica said at
the 2024 Al for Good forum “One significant
contribution is agreeing on definitions and
terminologies. For example, we talk about Al,
advanced Al, and risk, but we don’t always
mean the same thing"?.

ISO publicly describes Al® as “a machine or
computer system’s ability to perform tasks
that would typically require human intelligence.
It involves programming systems to analyse
data, learn from experiences, and make

smart decisions — guided by human input.

(...) Al meaning has evolved beyond mere

data processing to include the development
of machines capable of learning, reasoning
and problem-solving. The machine learning
has become so “competent” as to generate
everything from software code to images,
articles, videos and music. (...) While traditional
Al systems are primarily used to analyse data
and make predictions, generative Al goes a
step further by creating new data similar to its
training data. (...) Unlike traditional Al systems
that are primarily designed for classification

or prediction tasks, generative models aim

to develop novel outputs that mimic human
creativity and imagination. This will enable
machines to autonomously produce various
types of content, including images, text, music
and even entire virtual worlds”.

ISO/IEC 22989:2022, Information technology
— Artificial intelligence — Artificial intelligence
concepts and terminology provides the
foundations of the technical ISO definitions
related to Al. Under (3.1.3) it defines Al as
“research and development of mechanisms and
applications of Al systems (AIS)” and it defines
AIS under (3.1.4) “(an) engineered system that
generates outputs such as content, forecasts,
recommendations or decisions for a given set
of human-defined objectives”.*

w N

ISO website, What is artificial intelligence (Al)?, accessed 21 August 2024
Ibid.

I

It further specifies in note 1 (3.1.4) that

“the engineered system can use various
techniques and approaches related to artificial
intelligence to develop a model, to represent
data, knowledge, processes, etc. which can

be used to conduct tasks” and further notes
that “research and development can take place
across any number of fields such as computer
science, data science, humanities, mathematics
and natural sciences”.

ISO/IEC 23053:2022 complements the above-
mentioned definition and qualifications,
providing a framework for describing a machine
learning system and its parts and functions.
These foundational standards are referenced
throughout standards developed by ISO/IEC
JTC 1/SC 42 Artificial intelligence and have
been adopted by the European standardization
agencies CEN/CENELEC.

1.2 Other sample definitions and
descriptions of Al

Although artificial intelligence (Al) is by now
ubiquitous and spreading deeper and wider
virtually in every aspect of people’s lives, there
is currently no globally unified, unequivocally
agreed-upon definition for it. Global and
regional institutions, governments, businesses,
academia and civil society organizations have
developed descriptions of Al and of Al systems
that can help identify and understand the
implications of this multifaceted and complex
technological development spanning across
disciplines and sectors, touching people’s lives
everywhere, including consumers. A sample of
such descriptions from a variety of reputable
sources follows:

“Digital technologies have moved beyond the
Internet and mobile devices into autonomous
intelligent systems and networks, generative
artificial intelligence (Al), virtual and mixed
reality, distributed ledger technologies (such
as blockchain), digital currencies and quantum

P.78, ITU, Al Governance Day — From Principles to Implementation 2024 Report, Geneva, May 2024.
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technologies”. United Nations, Our Common
Agenda, Policy Brief 5, A Global Digital
Compact — an Open, Free and Secure Digital
Future for All, (May 2023)

“Al is technology that enables computers

and machines to simulate human intelligence
and problem-solving capabilities. On its own
or combined with other technologies (e.g.,
sensors, geolocation, robotics) Al can perform
tasks that would otherwise require human
intelligence or intervention. Digital assistants,
GPS guidance, autonomous vehicles, and
generative Al tools (like OpenAl’s ChatGPT)
are just a few examples. (...) Al encompasses
(...) machine learning and deep learning. These
disciplines involve the development of Al
algorithms, modeled after the decision-making
processes of the human brain, that can ‘learn’
from available data and make increasingly more
accurate classifications or predictions over
time.” IBM, What is artificial intelligence (Al)?,
web page (visited August 2024)

“An Al system is a machine-based system
that, for explicit or implicit objectives, infers,
from the input it receives, how to generate
outputs such as predictions, content,
recommendations, or decisions that can
influence physical or virtual environments.
Different Al systems vary in their levels of
autonomy and adaptiveness after deployment.
(...) Topics typically encompassed by the

term “Al” and in the definition of an Al system
include categories of techniques such as
machine learning and knowledge-based
approaches; application areas such as
computer vision, natural language processing,
speech recognition, intelligent decision support
systems, and intelligent robotic systems; and
specific applications of these tools in different
domains.” OECD, Explanatory memorandum on
the updated OECD definition of an Al system,
OECD ARTIFICIAL INTELLIGENCE PAPERS
March 2024 No. 8 (2024)

“Al system’ means a machine-based system
that is designed to operate with varying levels
of autonomy and that may exhibit adaptiveness
after deployment, and that, for explicit or
implicit objectives, infers, from the input it
receives, how to generate outputs such as
predictions, content, recommendations, or
decisions that can influence physical or virtual

1. Background

environments”; EU, Art 3, Chapter 1, EU Al Act,
2024

“Al is the theory and development of computer
systems able to perform tasks normally
requiring human intelligence, such as visual
perception, speech recognition, decision-
making, and translation between languages”
Oxford Reference online

“Al is an interdisciplinary field broadly based on
computer science, data science, humanities,
social sciences and more. Related research
and development is concerned with the
mechanisms and application of Al systems.”
BSI, The Little Book of Al, 2023

In more practical and concise terms:

“Artificial intelligence (Al) is the intelligence

of a machine or computer that enables it to
imitate or mimic human capabilities” Kanade,
V., What Is Artificial Intelligence (Al)? Definition,
Types, Goals, Challenges, and Trends in 2022,
Spiceworks, 14 March 2022

1.3 ISO ongoing work on Al

Al-related international standards have been
developed under the remit of ISO/IEC Joint
Technical Committee 1 (JTC1), a collaboration
between the International Organization for
Standardization (ISO) and the International
Electrotechnical Commission (IEC), developing
and publishing international standards (IS)

for information technology and related fields.
ISO/IEC technical standards can provide a strong
foundation on the technical governance of Al and
of Al management systems (AIS), and can help
governments and regulators avoid, anticipate,
mitigate and deal with associated risks.

Among these, ISO/IEC 42001:2023, Information
technology — Artificial intelligence —
Management system is the centerpiece, as

it aims at addressing risks and promoting

a responsible development and use of Al
standards, including in areas where regulation
is lagging behind. ISO/IEC JTC 1/SC 42,
Artificial intelligence was formed in 2018 to
develop standards in Al technologies as a
response to its rapid growth and unregulated,
largely unchecked adoption worldwide. SC 42’s
goal is to establish a unified and consistent
framework for Al standards.
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Besides, ISO/IEC 25059:2023 establishes a
quality model for Al standards and introduces
new concepts such as functional adaptability,
user controllability, transparency, robustness,
intervenability and social and ethical risk
mitigation.5

As Al technologies are developing and spreading
rapidly, debates and processes on Al governance
and regulation are emerging everywhere.
Meanwhile, further international standardization
work is underway in several areas, including
trustworthiness, robustness, societal and

ethical concerns. IS are under development
aiming to address data quality issues, to treat
unwanted bias, and to enhance transparency
and accountability. In addition to the above-
mentioned IS, below is a non-exhaustive list of
Al-related ISO standards that have been recently
published or are under development, among
which some are consumer-facing.

« The two-part standard, ISO 31700-1:2023,
Consumer protection — Privacy by design
of consumer products, Part 1: High-level
requirements, and ISO/TR 31700-2:2023,
Consumer protection — Privacy by design of
consumer products, Part 2: Use cases

- ISO/IEC 42001, Information technology -
Artificial Intelligence — Management system

- ISO/IEC 22989:2022, Information technology
— Artificial intelligence — Artificial intelligence
concepts and terminology

« ISO/IEC 23894:2023, Al — Guidance on risk
management

« ISO/IEC 23053:2022, Framework for Artificial
Intelligence (Al) Systems Using Machine
Learning

- ISO/IEC TR 21221, Beneficial Al systems
(under publication)

- ISO/IEC AWI TR 42109, Information technology

- Artificial intelligence — Human-machine
teaming (under development)

« ISO/TS 17033, Ethical claims and supporting
information — Principles and requirements

- ISO/IEC 20000-1, Information technology
- Service management — Part 1: Service
management system requirements (the first
part of a multi-part standard).

5 BSI, The Little Book of Al, 2023
6 See ISO minutes of the CSC/SP Al Workshop, 20 February 2024.

Additional SCs and WGs handling both technical
and ethical standardization in Al include:

« JTC1/SC 40, IT service management and
IT Governance

« JTC 1/SC 41, Internet of Things and Digital Twin

« JTC1/SC 42, Artificial Intelligence, WG 1,
Foundational standards

« JTC1/SC 42, Artificial Intelligence, WG 2, Data

« JTC 1/SC 42, Artificial Intelligence, WG 3,
Trustworthiness

« JTC1/SC 42, Artificial Intelligence, WG 4, Use
cases and applications

« JTC1/SC 42, Artificial Intelligence, WG 5,
Computational approaches and computational
characteristics of Al systems

« JTC 1/SC 44, Consumer protection in the field
of privacy by design

There are many other JTC 1 SCs that touch
upon automated decision-making. It would

be important to draw a comprehensive list for
consumer stakeholder awareness, monitoring
and use (see the section on ‘recommendations’
in this paper).

ISO has also developed a strategic framework
on Al that has made the issue a priority for the
organization and outlines its ambitions to play a
key role in Al standardization worldwide with a
focus on Al governance to boost Al safety and
trust through Al management system standards
rather than on specific technical aspects.®

6 ISO/COPOLCO review of the current artificial intelligence (Al) regulatory landscape and recommendations for ISO work from a consumer perspective

1. Background
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2. Al and consumers

2.2 Opportunities of Al in areas
of consumer interest

2.1 Opportunities and challenges
of Al for consumers

The challenge of a potent new technology such
as Al is to harness its potentially incredible
power while mitigating serious harm. As

with other technological advances that have
occurred in human history (e.g., industrial
revolution, nuclear energy, pesticides, genetic
technology, etc.), adequate management,
governance and regulation are needed to
reap benefits and to ensure they are equitably
spread, all while protecting everyone,
especially the most vulnerable, from potential
harm and abuse.

The fast race in the development of Al, the
lack of a shared, democratically agreed,
inclusive, global regulatory and governance
framework under which Al technologies could
be developed, and the competition for data
control and future Al market shares among
private companies, are leading to a situation
where public institutions are lagging behind

in developing the necessary regulatory
frameworks. Some governments are struggling
or failing to keep up with their duties to protect
societal actors —including consumers - from the
risks associated with an ungoverned spread of
Al-related technologies in people’s daily lives.

Standards, when adopted, can foster adherence
to good practices by Al-powered products and
services in safety, quality, accountability and
basic fairness. Businesses, including SMEs,

can benefit from sound Al standards as they
embody interoperability, market access, and
increased safety, and can enhance trust through
compliance. Governments and regulating
agencies can also benefit from standards as
they can provide a safety net in the current
landscape of legislative fragmentation and
regulatory gaps, provided they align with
fundamental rules, reflect principles and defer
to public national and international standards

in sensitive areas Al is impinging on, such as
human rights and ethics.

Al can unleash potential benefits in a number
of areas that directly and indirectly touch
consumer interest. These include (non-
exhaustive list):

Scientific and medical research: Al can help
improve diagnostics through developments in
molecular and genomic research, map protein
structures and develop new drugs (e.g. a

recent gene-editing breakthrough for sickle cell
anaemia’, cancer and tuberculosis). It can help
develop assistive technologies to enable and
improve access to education for people with
disability, with limited vision, impaired speech or
mobility, and can be of assistance to older people.

Enhanced access to information and
communications: through generative Al tools,
consumers can rapidly be better informed on the
market value, quality and safety of products and
services. They can easily learn about recalls and
reviews of defaulting products and services; be
empowered to make better, informed choices;
and gain access to recourse and remedy.

Agriculture and food security: Al can help predict
and localize drought and extreme weather events,
so that farmers and food chain operators can
better anticipate adverse weather and adjust

to challenges. Food-related scientific research
can be enhanced to identify and develop more
resilient and productive crops, which in turn can
result in more accessible, secure and affordable
food supplies for consumers. Smart farming
technologies can lower water and energy use

in agriculture and greenhouses and help detect
harmful plants and pests.

Safer and better goods and services: Al
holds the promise to improve the quality and
safety of consumer products and services,
personalize them, improve customer service,
and address complaints online quickly and
effectively. For transportation and energy
use, Al promises to help consumers optimize

7 Stein, R., “Sickle cell patient's success with gene editing raises hopes and questions”, 16 March 2023, Health News from NPR; NYU Website, “Al and CRISPR Precisely Control
Gene Expression”, 3 July 2023; A.A.V.V., Artificial intelligence in sickle disease, Blood Reviews 61 (2023) 101102, Elsevier.
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travel routes and reduce energy and water
consumption. For finance services in developing
countries Al technologies could be used to
enhance equitable access for the poor and

for communities in rural areas, as long as
electrification and connectivity infrastructure
are present and available. For basic and public
services, Al can help gain access and boost
quality for wider populations (e.g., remote areas,
sparsely populated territories, disadvantaged
communities, unprofitable transport routes etc.)
that are usually unserved by the private sector,
all while lowering the cost of delivery.

« Work and business productivity: by automating
the most tedious, repetitive tasks, Al can provide
support to workers and businesses so they
can focus on higher value-added assignments,
which in turn can reflect into more affordable
and better goods and services for consumers.
This is particularly interesting for small and
medium enterprises (SMEs). Al can help SMEs
do more on their own, like creating business
slide deck presentations, working up financial
projection spreadsheets, or designing logo ideas.
Entrepreneurs can use Al to help launch a new
business with lower overhead by virtue of relying
on these tools before having to commit to fixed
costs such as hiring dedicated staff.

- Safer public spaces: Al can help public
authorities keep public space safe with
surveillance and crime-predictive technologies,
with special gains for women, girls, children,
older persons, homeless persons and other
vulnerable categories susceptible to being
attacked in the open.

- Improved access to education, health, care and
other basic services: especially for developing
countries, Al could assist in bridging the huge
gap in access to education, health care and
social security for the majority of the world
population, although the practicalities of ‘how’
this could happen, and its associated risk
assessment and mitigation measures are yet to
be fully understood.

- Sustainability, climate change, disaster
risk reduction, biodiversity protection: the
aggregating and predictive potential of Al can

2. Al and consumers

enhance climate modelling systems and help
anticipate extreme climate events through
better predictive technologies, issue timely
early warning systems and plan for effective
disaster risk reduction and mitigation. Al can
also help governments and communities identify
vulnerabilities in infrastructures and support
real-time reporting on public and private actors’
environmental and social commitments, hence
helping unveil greenwashing claims. Al has

also been used to enhance renewable energy
production and carbon capture. Al products
can also improve supply chain insights and
efficiencies, including inventory management,
distribution routes, forecasting, and client
database management.t Overall, Al could make
a substantial contribution to achieving the
United Nations (UN) Sustainable Development
Goals (SDGs).?

2.3 Risks of Al in areas of
consumer interest

Despite the many benefits Al can potentially
provide to humanity and to consumers, the
current lack of harmonized regulation and

the unequal way Al-related technologies are
developing and spreading are at the root

of a large number of threats and concerns

that need careful consideration during
standardization processes. The UN categorizes
such risks in three groups: the first stems
directly from the current, unregulated use of

Al technology and can be viewed as a “side
effect”. The second are caused by deliberate,
ill-intentioned human behaviour and malevolent
actions. The third comes from the interaction
between humans and Al systems (e.g. job
destruction and labour market displacement).
Ultimately, Al-associated risks are substantially
different than previous technologies and
therefore pose new, uncharted challenges

for humanity. For instance, AIS are adaptive
and learn continually, resulting in dynamic
outputs that are hard to monitor, observe or
test,'® a key condition for continuous impact
assessment and risk anticipation, prevention
and mitigation. ASTM has recently updated

its F3463 Standard to include addressing the

8 Cohen, M. C., Tang, C. S., ‘The Role of Al in Developing Resilient Supply Chains’, Georgetown University Journal of International Affairs, 5 February 2024.
9 United Nations. Governing Al for Humanity, Final Report, September 2024. https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
10 ANEC, The role of standards in meeting consumer needs and expectations of Al in the European Commission proposal for an Artificial Intelligence Act, Position Paper,

Brussels, 2021
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2. Al and consumers

safety of Al-enabled products for consumers."

cause consumer harm through misleading
information. This phenomenon is often referred

Among the risks Al can cause, the following
have been identified as of interest to
consumers (non-exhaustive list):

Increased surveillance, data privacy violations,
cybersecurity issues: Al technologies can go

a long way to facilitate citizen surveillance by
authorities,'? worker algorithmic monitoring and
management by employers,12 and marketing
tracing of consumer profiling and data to

prompt targeted ads on their electronic devices.

Al technologies can enable real-time biometric
surveillance, such as facial recognition, and can
facilitate consumer data grabs for commercial
and other non-consensual purposes, especially
in countries where legislation is not adequately
protective of privacy and of human rights.

Such concerns are amplified by the lack of
decision-making power over consumers’ own
digital identity. Indeed, the process of obtaining
consumer personal information and then using
it for targeted ads is a process that many
consumers are often unaware of, to the extent
that even when some are, it is in any case
extremely difficult for them to opt out or access
freely chosen, fair alternatives.

False content generation, fake news, deceitful
information, and decision-making aid failure:
these can be produced by generative Al
applications in response to prompts and can

to as “hallucination”. Hallucinations can be
especially misleading to consumers when the
generative Al response is difficult to verify
independently. Hallucinations, which are often
mistaken or invented, have been found in
responses to questions. Also, it is clear that
Al and machines are not foolproof and that

a human/analogue backup and oversight are
necessary.

For instance, in 2024, ChatGPT was found to
have invented two legal cases that were used
by a lawyer in a family dispute in Canada.

3 One study from Stanford University found
that generative Al makes mistakes when
answering legal questions 75% of the time.
Similarly, in 2024, an airline chatbot misled a
consumer over the company’s refund policy
and was ordered to partially refund him."

In 2018, the IBM Watson supercomputer, meant
to help provide medical treatment and train
oncologists, had cases of erroneous cancer
treatment advice, and its use declined steadily
afterwards.'® An additional risk Al poses to
consumers comes from the recent integration
of Al with web search engines, which show
concerning, deceitful results and Al-crafted
responses when put to the test with simple
prompts (see three sample searches below).

11 ASTM, F3463-24 Standard Guide for Ensuring the Safety of Connected Consumer Products. 2024.

12 Toh, A., Welfare Surveillance on Trial in the Netherlands, Open Democracy and Human Rights Watch, 8 November 2019 12 Baiocco, S., Fernandez-Macias E., Rai, U., Pesole, A.,

The Algorithmic Management of work and its implications in different contexts, Background paper n°9, International Labour Organization (ILO), June 2022
13 Chaudri, S., ChatGPT works its way into Canadian courtrooms, Canoe.com, 6 April 2024

14 Mearian, L., Two brains are better than one, Computerworld, 14 March 2024
15 Belanger, A., Air Canada must honor refund policy invented by airline’s chatbot, Ars Technica, 16 February 2024

16 Ross, C. and Svelitz |., IBM's Watson supercomputer recommended ‘unsafe and incorrect’ cancer treatments, internal documents show, Statnews, 25 July 2028
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- According to UC Berkeley geologists, people should eat at least one small
rock a day . Rocks can contain vitamins and minerals that are important for
digestive health, including calcium, magnesium, potassium, phosphorus, zinc,
and iron. Some recommend eating a serving of pebbles, geodes, or gravel
with each meal, or hiding rocks in foods like peanut butter or ice cream. (4
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Learn more

Yes, some universities have a tradition of including a "snake fight"
portion in thesis defenses, where students fight one of the
university's snakes. The quality of the student's thesis determines the
size of the snake they must fight, with better theses resulting in
smaller snakes. After the committee reads the thesis, they tell the
snake master how good it is, who then chooses the snake. In some
northern European countries, an external examiner called the
"opponent" fights the snake on the student's behalf, with the
opponent's skill level based on the thesis's quality. - A
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No, you can't use gasoline to cook

“In order to live a healthy, balanced lifestyle, Americans should be
; .

spaghetti faster, but you can use gasoline
to make a spicy spaghetti dish. Here's a
recipe for spaghetti cooked with gasoline:

1. Follow the package instructions for cooking
spaghetti

@ ™= Geokogicai Society
The Geological Society

2. In a separate pan, sauté garlic and onion in
gasoline until fragrant

3. Add diced tomatoes, red pepper flakes, salt,

Sowmon; ¥ and pepper, and simmer for 10 minutes

Geologists Recommend Eating At Least One Small Rock Per Day

Show more
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Q are there snakes at thesis defenses Al W Forun hopping
Al Overview earn more i
A - 2 b Al Overview
A e PeesiheN iz T i No, you can't use gasoline to cook
— According to UC Berkeley geologists, people should eat at least one small Rl 9

A Al Overview

Yes, some universities have a tradition of including a "snake fight"
portion in thesis defenses, where students fight one of the
university's snakes. The quality of the student's thesis determines the
size of the snake they must fight, with better theses resulting in
smaller snakes. After the committee reads the thesis, they tell the
snake master how good it is, who then chooses the snake. In some
northern European countries, an external examiner called the
*opponent" fights the snake on the student's behalf, with the
opponent's skill level based on the thesis's quality. A

rock a day . Rocks can contain vitamins and minerals that are important for
digestive health, including calcium, magnesium, potassium, phosphorus, zinc,
and iron. Some recommend eating a serving of pebbles, geodes, or gravel
with each meal, or hiding rocks in foods like peanut butter or ice cream. (4

@ Sesfrac Corporation

Goologists Recommend Eating At

“In order to live a heaithy, balanced lifestyle, Americans should be
y g

spaghetti faster, but you can use gasoline
to make a spicy spaghetti dish. Here's a
recipe for spaghetti cooked with gasoline:

1. Follow the package instructions for cooking

@ e Geologicai Society = dimatetubs usde spaghetti
The Geological Society Climate-Smart Age
Amendments 2. In a separate pan, sauté garlic and onion in

gasoline until fragrant

3. Add diced tomatoes, red pepper flakes, salt,
and pepper, and simmer for 10 minutes

Geologists Recommend Eating At Least One Small Rock Per Day

Show more
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https://store.astm.org/f3463-21.html
https://www.hrw.org/news/2019/11/08/welfare-surveillance-trial-netherlands
https://www.ilo.org/publications/algorithmic-management-work-and-its-implications-different-contexts
https://www.ilo.org/publications/algorithmic-management-work-and-its-implications-different-contexts
https://canoe.com/opinion/columnists/chaudhri-chatgpt-works-its-way-into-canadian-courtrooms
https://www.computerworld.com/article/3714290/ai-hallucination-mitigation-two-brains-are-better-than-one.html
https://arstechnica.com/tech-policy/2024/02/air-canada-must-honor-refund-policy-invented-by-airlines-chatbot/
https://www.statnews.com/2018/07/25/ibm-watson-recommended-unsafe-incorrect-treatments/

2. Al and consumers

Finally, Al-generated news sites operating with
little to no human supervision - and hardly
traceable - have risen considerably. They
generate thousands of new, totally fabricated
articles every day and are often littered

with hundreds of doubtful or deceitful ads,

a phenomenon informally referred to as “internet
enshittification”. Many of these sites create fake
sensational news that attract readers’ attention
and drive them to programmatic, algorithm-
generated content, including ads, hate speech,
abusive and illegal content, climate-skeptic
content, and interference in a country’s political
and electoral processes. It is hard for journalists,
fact-checkers, law enforcement or ordinary
consumers to detect whether such content is
real or Al-generated.”"®

» Machine learning algorithmic bias: intrinsic
bias from machine learning feeds gender,
racial and other discriminatory stereotypes,
which leads to undermining human rights and
compromising equal treatment. AIS can make
it simple to discriminate against consumers
based, for example, on their financial situation,
gender, ethnic origin, disability or health. The
harm in discriminating against certain groups of
consumers can lead to loss of their access to
goods and services (e.g., to financial services, or
even miscarriage of justice in cases of defective
facial recognition). For example, a predictive
crime Al-powered software adopted by public
authorities in 150 cities to detect gunshots and
reduce police response time was discontinued
by Chicago and other US cities because it was
allegedly racially biased, among other biases.”

« Statistical Discrimination: that can exclude
or wrongly predict for people with disabilities
because they are often minorities and diverge
greatly from the statistical mean.?°

- Tracing, misuse and appropriation of consumer
data: consumers provide personal and payment
data to Al platforms on an ongoing basis, while
some countries are still lacking national laws
regulating e-commerce. Misuse of consumer
data can take many forms: one is the violation
of consumer privacy, which can translate into

tracing and using data without consumers’
consent (e.g., in machine learning, in online
searches, through the use of social media and
in e-commerce, or facial, fingerprint or voice
recognition). While this has been a known issue
in general for some time and is being addressed
in some regulation and standards, Al evolving
technologies can sidestep safeguards and
magnify negative impacts.?’

Digital identity mimicry, misinformation and
deepfakes: Al can enhance the ability of
unscrupulous actors to manipulate consumers
without their knowledge by creating “dark
patterns” in marketing or using other techniques
such as deepfakes to mislead and even swindle
vulnerable consumers. These practices subvert
or impair consumer autonomy, decision-making
or choice. They often deceive, coerce or
manipulate consumers into making purchasing
choices they would not have made from their
own freewill.22 Al tools enable the general
public to create fake images, videos, audio
files, and written materials. Many published
conversations on this topic express concerns
around intellectual property theft, name / image
| likeness protections, and alterations of media
associated with news stories. Al technology
can therefore violate artistic copyright and
intellectual property, and consumers can be
erroneously induced to believe that a certain
artistic product is human-made, whereas it

is machine-made or plagiarized. Further, Al
tools now facilitate the complete and realistic
mimicry of one’s digital identity, which can have
dire and unexpected impacts,?® and have been
used in disturbing cases of tricking people into
transferring money to a third party and in hoax
kidnappings by criminals seeking ransoms.?*

Physical boundary concerns: the issue is
that Al's capabilities are driving the inclusion
of Al feature sets into products that were

not historically connected to the internet

or otherwise infused with decision-making
technology. As Al technology is integrated
into light bulbs, refrigerators, tea kettles, etc.
and these once-analogue appliances are then

17 UN, UN Global Communications Chief urges Al developers to ‘Put people before profit, 22 December 2023; Cantor, M., Nearly

18 news websites are ‘Al-generated’, a study says. Would | be able to tell?, The Guardian, 8 May 2023

19 Ebrahimiji, A, “Critics of ShotSpotter gunfire detection system say it’s ineffective, biased and costly”, CNN US, 24 February 2024

20 https://accessible.canada.ca/creating-accessibility-standards/accessible-and-equitable-artificial-intelligence-systems-technical-guide

21 Mejias, U. A. Al and the tyranny of the data commons. The myth of data as a non-rival resource needs to be abandoned. AlJazeera, 19 August 2023

22 OECD, Dark Commercial Patterns, OECD DIGITAL ECONOMY PAPERS, No. 336, October 2022

23 Best, S., OpenAl's creepy voice cloning tool which can replicate anyone’s voice within 15 seconds is deemed “too risky” for public use, Mailonline, 1 April 2024

24 ABC news, Mom warns of hoax using Al to clone her daughter’s voice, 13 April 2024
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2. Al and consumers

connected to a smart home system, they
generate data that can be used by companies,
mischievously hacked by criminals, or become

a liability for children in the household. The
inclusion of Al features could potentially lead

to premature obsolescence if the hardware

is still working when software support ends.
Such effects can be particularly dangerous in
transport: Al-driven transportation systems,
particularly autonomous vehicles, rely heavily
on complex algorithms and sensor technologies.
Malfunctions, software bugs, or hardware
failures may result in operational breakdowns,
potentially leading to traffic accidents or service
disruptions with serious consequences.

Competition issues and market power
concentration: the concentration of power
among a few market operators generating,
commercializing and controlling Al
technologies creates a de facto semi-cartel/
oligopoly that increases consumer costs,
reduces their choice for goods and services,
hampers accountability and transparency, and
ultimately disempowers them.?®

Social and environmental sustainability
concerns: it is well documented that some

Al and social media development use cheap,
vulnerable labour, especially, but not only, from
the Global South. These vulnerable workforces
can include refugees and prison labour, among
others.? For instance, to feed algorithmic
machine-learning, to ensure the moderation

of social media content — including violent,
sexual or other highly disturbing material -

and to commercialize “liking” profiles and
positive user review scores for businesses.?”
On the environmental sustainability front, little
is disclosed by Al companies on their CO2
footprint and on the energy and water they use
to keep their worldwide networks of servers

in data centers, which need to be kept cool at
all time.?® Besides, with almost 40% of global
employment exposed to Al, the expected
employment and labour market displacement is
massive and unequally spread, especially hitting
developing countries, low-skilled workers,

and knowledge workers with scant access
to upskilling and social safety nets. However,
developed countries will also be hit hard with
knowledge, information and service jobs lost
and workers largely displaced.?®

Abuse of consumer vulnerabilities and
“emotional recognition”: Al can make it

easy to manipulate consumers’ decisions,
taking advantage of their vulnerabilities (e.g.
consumers with gambling addictions, food or
emotional disorders, etc.). Some Al companies
have developed (or are developing) Al-based
technologies that make it possible to analyse
consumers’ voices, eye and body movements
and suggest purchasing options on that basis.3°

Inequality of access: ultimately, a major risk for
consumers rests in the unequal access to Al
technology, digital access, literacy, infrastructure
and governance. Currently, it is largely well-
resourced member states and big tech companies
that are driving the development and the
regulation of Al. According to the International
Telecommunications Union (ITU), in 2023,

only 36% of the population in least developed
countries was online, while more than 2.6 billion
people still lacked access to the internet, the
majority being women and girls in developing
countries and rural areas. This also means

that the benefits and risks of Al are inequitably
distributed within and across countries. Unless
sound regulation is promoted and implemented,
the danger looms that only a few will have access
to the positive aspects of Al and inequalities will
be amplified and perpetuated, while harms will be
unevenly spread.*!

Legal uncertainty: consumers in the Al age are
also facing risks linked to legal uncertainty. For
instance, Al engines trained on copyrighted data
may find ways to sidestep the commercialization
ban of products that are in infringement of
copyright laws and end up purchasing those.
Additionally, there is a whole unsettled debate
around legal issues related to name / image /
likeness, and digital legacy rights (e.g. post-
mortem legal issues related to the digital
identities and web information of the deceased).
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3. Current policy and
regulatory developments in Al

Because of the disruptive effect that Al technology is already having
and is further expected to have on people and societies, including
consumption and its related dimensions, several policy and legislative
processes are underway at a global, regional and national levels.
Multilateral and regional organizations - such as the United Nations
(UN), the G20, the European Union (EU) and more - have launched
governance initiatives on Al. Meanwhile, national and subnational
governments are racing to assess impacts on their jurisdictions,
including on different stakeholder categories, and seek to regulate Al’s
ongoing, rapid deployment in their citizens’ and communities’ lives, as
well as in their own public institutions and services.

3.1 Global developments + Public interest: governance should go beyond
the ‘do no harm'’ principle and define a broader

accountability framework for companies that
build, deploy and control Al, as well as for
downstream users.

a) United Nations (UN)

Reflecting the urgency of the need for global,
integrated, interoperable guidelines in the
governance and impact monitoring of digital
technologies, including Al, in September 2022,
the UN Secretary General appointed a UN

- Centrality of data governance: Al governance
cannot be divorced from the governance of
data and the promotion of data commons.

Envoy on Technology. The mandate of this « Universal, networked and multistakeholder: Al

position includes the implementation of the UN
Roadmap for Digital Cooperation and the work
towards a UN Global Digital Compact. As part

governance should prioritize universal buy-in by
countries and stakeholders. It should leverage
existing institutions through a networked

of this mandate, the UN Al Advisory Body was approach.
established in October 2023 to support the

international community’s efforts to govern Al
in the public interest. In September 2024, the
Body published its “Final Report: Governing Al

for Humanity”.

« International Law: Al governance needs to
be anchored in the UN Charter, International
Human Rights Law, and the Sustainable
Development Goals (SDGs).32

Prior to these developments, in April

2020, I1SO participated in a roundtable on
recommendation 3C3 on Al convened by the
UN High-level Panel on Digital Cooperation
to provide recommendations on how the
international community could work together
to optimize the use of digital technologies

Among the conclusions of the report, there
are five key guiding principles Al governance
systems should enshrine:

« Inclusivity: all citizens, including those in the
Global South, should be able to access and
meaningfully use Al tools.

32 From: https://www.un.org/ai-advisory-body

33 Recommendation 3C: “We believe that autonomous intelligent systems should be designed in ways that enable their decisions to be explained and humans to be accountable for
their use. Audits and certification schemes should monitor compliance of artificial intelligence (Al) systems with engineering and ethical standards, which should be developed using
multi-stakeholder and multilateral approaches. Life and death decisions should not be delegated to machines. We call for enhanced digital cooperation with multiple stakeholders
to think through the design and application of these standards and principles such as transparency and non-bias in autonomous intelligent systems in different social settings”,
under ‘Human rights and human agency”, Executive Summary. The Age of Digital Interdependence. Report of the UN Secretary-General's High-level Panel on Digital Cooperation,
UN, June 2019
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and mitigate the risks. In 2021, the UN also
published an important report by the Special
Rapporteur on the rights of persons with
disabilities on AI*4. It addresses the risks and
opportunities in relation to Al and calls for rapid
action. Finally, in May 2024, the UN Inter-
Agency Working Group on Artificial Intelligence
delivered the UN System White Paper on Al
Governance under the leadership of UNESCO
and ITU. The paper analyses the UN system’s
institutional models, functions, and existing
international normative frameworks applicable
to global Al governance and is meant to
contribute to the current global debate on Al
governance.

b) UNCTAD

UNCTAD is the UN'’s lead agency on

consumer protection and the custodian of

The United Nations Guidelines for Consumer
Protection (UNGCPs). The agency promotes
the guidelines and encourages interested
member States to create awareness on the
many ways in which governments, businesses
and civil society can promote consumer
protection in the provision of public and private
goods and services. Under the UNGCPs, an
Intergovernmental Group of Experts (IGE) on
Consumer Protection Law and Policy was
established within UNCTAD in the 80s. The
IGE meets yearly to monitor the application
and implementation of the UNGCPs, to provide
a forum for consultations, and to produce
consumer-relevant research and studies.

As part of its work on consumer protection,
UNCTAD is intensifying calls for creating
more awareness and robust global regulatory
frameworks - including a new generation of
consumer protection policies —to ensure Al
benefits everyone, not just some.?* In her

15 March 2024 UN World Consumer Day
address, UNCTAD Secretary General Rebeca
Grynspan highlighted “the imperative for a new
generation of consumer protection policies
and regulations; policies designed to mitigate
harm and ensure that the vast potential of Al
benefits all consumers, fairly and ethically”.

34 Report of the Special Rapporteur on the rights of persons with disabilities on Artificial Intelligence and the rights of persons with disabilities. United Nations Human Rights, 28

She also made four major recommendations to
ensure Al developments align with consumer
protection:

o empower consumers and policymakers
through Al literacy;

o support countries in developing national
strategies for Al that encourage innovation
while respecting global consumer protection
principles;

o engage the private sector to use ethical Al
practices that prioritize consumer well-being
and societal benefit;

o create a global framework of fair and
responsible Al, built on transparency,
accountability and inclusivity, so that
Al developers and deployers are held
responsible for the social impacts of their
technologies. %

c) International Telecommunications Union (ITU)

Because of its mandate to lead on
communication technology, since 2017, the

ITU has been holding multi-UN agency global
summits called “Al for Good” to harness the
potentially positive impact of Al towards

the achievement of the SDGs. The summit
highlighted some benefits of Al that are
emerging in areas related to health care,
energy consumption, climate change, worker
productivity, pharmaceutical discovery, safety,
cultural heritage preservation and perpetuation
(e.g. near-lost languages of cultural groups), etc.

The ITU has more than 200 Al-related

standards, either published or currently under
development. ITU holds that Al standards should
be developed in a coordinated way by world-
leading standardization organizations using
established mechanisms like the World Standards
Cooperation, uniting IEC, ISO and the ITU.2® It has
also intensified its work on standardization in Al
by launching a Global Initiative on Al and Data
Commons and on seven pre-standardization
Focus Groups open to all on:

1. Al and Health (with the World Health
Organization - WHO);

December 2021. Available at: https://www.ohchr.org/en/calls-forinput/2021/report-special-rapporteur-rights-persons-disabilities-artificial-intelligence
35 See UNCTAD, Making artificial intelligence work better for consumers and societies, 12 March 2024 at https://unctad.org/news/making-artificial-intelligence-work-better-
consumers-and-societies and the more recent report Technology and Innovation Report 2025: Inclusive artificial intelligence for development \ UN Trade and Development

(UNCTAD) at https://unctad.org/publication/technology-and-innovation-report-2025.
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3. Current policy and regulatory developments in Al
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Al and Autonomous and Assisted Driving;

Al and Environmental Efficiency;

4. Al and Natural Disaster Management (with the

World Meteorological Organization - WMO and

UN Environmental Programme - UNEP);

Machine Learning and 5G;

6. Al and Internet of Things (loT) for Digital
Agriculture (with the Food and Agriculture
Organization - FAO); and

7. Al for Road Safety Initiative.

w

i

One of the concrete outcomes of the 2024 “Al
for Good” Forum was a decision to set up a
standard multi-stakeholder collaboration group
open to international (including IETF, IEC, ISO,
ITU and JPEG), regional and national standards
organizations, governments, tech companies
and industry initiatives on Al watermarking,
multimedia authenticity and deepfake detection
technologies.?”

d) The UN Office of the Human Rights
Commissioner (OHCHR)

As part of the OHCHR mandate on human
rights, in 2015, the Human Rights Council
established a Special Rapporteur on the

right to privacy, which is a key consumer
right. As part of its mandate, the Rapporteur
and OHCHR have developed analysis and
publications to alert the public on the potential
harm of Al applications to the right to privacy
and to other related human rights, issuing
corresponding recommendations. Among
these, eight main principles are viewed as
mandatory in the planning, development and
implementation of Al solutions, notwithstanding
any other or stricter data protection regulation
applicable to those working with Al solutions:
(a) Jurisdiction; (b) Ethical and lawful basis;
(c) Data fundamentals; (d) Responsibility

and oversight; (e) Control; (f) Transparency
and “explainability”; (g) Rights of the data
subject; (h) Safeguards. Among the safeguard
measures, the OHCHR recognizes that risk
mitigation can be based on IS, such as the
ISO/IEC 27000 series (information security
management systems) and mentions

ISO/IEC 27701 on privacy information
management as a tool to establish minimum
measures for data privacy.’® However,

3. Current policy and regulatory developments in Al

although the ISO/IEC 27000 series protects
privacy as a result of security practices and
controls, privacy is not protected by these
standards from a consumer perspective or
with regard to situations where security is only
indirectly concerned.

The OHCHR also recommends implementing
Al due diligence and impact assessment

on new technologies prior to deployment,
including banning Al applications that cannot
be operated in compliance with international
human rights law, and imposing moratoriums
on the sale and use of Al systems that carry
a high human rights risk, unless and until
adequate safeguards are in place. Finally,
OHCHR stresses the importance of ensuring
participation of all relevant stakeholders in
decisions on the development, deployment
and use of Al.2° A list of international public
standards on the right to privacy, including
charters of Asian, American and African
regional organizations, is available here.

e) United Nations Educational, Scientific and
Cultural Organization (UNESCO)

UNESCO carries the UN mandate on ethics,
education and cultural matters. Recognizing
the many opportunities and threats that Al
poses, including for ethics and for the world of
education, in 2021, it created a Global Al Ethics
and Governance Observatory and adopted

its Recommendation on the Ethics of Artificial
Intelligence (Al). The Recommendation covers
consumers as follows:

"Al systems raise new types of ethical issues
that include, but are not limited to, their impact
on decision-making, employment and labour,
social interaction, health care, education,
media, access to information, digital divide,
personal data and consumer protection,
environment, democracy, rule of law, security
and policing, dual use, and human rights and
fundamental freedoms, including freedom of
expression, privacy and nondiscrimination”.
Point 2 (c), p10.

“Member States should take appropriate steps
to ensure competitive markets and consumer
protection, considering possible measures

37 World Standards Cooperation, ‘Standards collaboration on Al watermarking, multimedia authenticity and deepfake detection’, 31 May 2024.
38 Cannataci, Joseph A.; Artificial intelligence and privacy, and children’s privacy, UN. Human Rights Council. Special Rapporteur on the Right to Privacy, 2021
39 Human Rights Council, The right to privacy in the digital age. Report of the United Nations High Commissioner for Human Rights, A/HRC/48/31, 13 September 2021
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and mechanisms at national, regional and
international levels, to prevent 37 abuse

of dominant market positions, including

by monopolies, in relation to Al systems
throughout their life cycle, whether these are
data, research, technology, or market.” Point
120, p.36.

The UNESCO Recommendation outlines

10 principles Al development should rely
on to ensure a human-centered and ethical
approach to Al:

1. Proportionality and Do No Harm: The use
of Al systems must not go beyond what is
necessary to achieve a legitimate aim. Risk
assessment should be used to prevent harms
which may result from such uses.

2. Safety and Security: Unwanted harms
(safety risks) as well as vulnerabilities to
attack (security risks) should be avoided and
addressed by Al actors.

3. Right to Privacy and Data Protection: Privacy
must be protected and promoted throughout
the Al lifecycle. Adequate data protection
frameworks should also be established.

4. Multi-stakeholder and Adaptive Governance
& Collaboration: International law & national
sovereignty must be respected in the use of
data. Additionally, participation of diverse
stakeholders is necessary for inclusive
approaches to Al governance.

5. Responsibility and Accountability: Al systems
should be auditable and traceable. There
should be oversight, impact assessment, audit
and due diligence mechanisms in place to
avoid conflicts with human rights norms and
threats to environmental wellbeing.

6. Transparency and Explainability: The ethical
deployment of Al systems depends on their
transparency & explainability (T&E). The level
of T&E should be appropriate to the context, as
there may be tensions between T&E and other
principles such as privacy, safety and security.

7. Human Oversight and Determination: Member
States should ensure that Al systems do not
displace ultimate human responsibility and
accountability.

3. Current policy and regulatory developments in Al

8. Sustainability: Al technologies should
be assessed against their impacts on
‘sustainability’, understood as a set of
constantly evolving goals including those set
out in the UN’s Sustainable Development Goals.

9. Awareness & Literacy: Public understanding of
Al and data should be promoted through open
& accessible education, civic engagement,
digital skills & Al ethics training, media &
information literacy.

10. Fairness and Non-Discrimination: Al actors
should promote social justice, fairness, and
nondiscrimination while taking an inclusive
approach to ensure Al's benefits are accessible
to all.

Stemming from the Recommendation and

its principles, UNESCO has also developed
an Ethical impact assessment tool on the
Ethics of Artificial Intelligence with strong
sections on safety, sustainability, privacy and
data protection that can be a resource for
standardization processes and cover issues
of consumer interest. The Recommendation
mandated UNESCO to produce tools to assist
Member States, including the Readiness
Assessment Methodology, for governments
to build a comprehensive picture of how
prepared they are to implement Al ethically
and responsibly. The Methodology includes
a checklist requesting whether states are
involved in standardization (both technical
and ethical) of Al and digital technologies
(ISO/IEC, IEEE7000).%°

f) Other UN Agencies

All UN agencies are working on dimensions
and governance of Al that may be of interest to
consumers, but cannot be exhaustively listed
in this paper. These include the World Health
Organization (WHO), the Food and Agriculture
Organization (FAO), the International Labour
Organization (ILO), the UN Development
Programme (UNDP);* and the UN Interregional
Crime and Justice Research Institute (UNICRI)
among others. A comprehensive review of UN
publications, initiatives and projects related to
Al is contained in the 2023 ITU report “United
Nations Activities on Artificial Intelligence (Al)”
and on the UN Regional Information Center

40 UNESCO, Readiness assessment methodology: a tool of the Recommendation on the Ethics of Artificial Intelligence, 2023

41 UNDP, Digital Strategy 2022-2025, Abridged version
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(UNRIC) website. In 2024, the UN has adopted
its own normative and operational framework
for the use of Al within the UN system as an
institution.

3.2 Regional developments

a) Organization for Economic Co-operation
and Development (OECD)

The OECD has been particularly active in the
field of Al, by developing guidelines for Al
governance. The organization has a dedicated
consumer policy department, and it recognizes
the opportunities linked to Al, but also the

risks related to privacy, safety, security and
human autonomy. The OECD has developed the
OECD Recommendation on Al (the “OECD Al
Principles”), the first intergovernmental standard
on Al adopted in 2019 and revised in 2024. This
Recommendation has also served as a basis

for the G20 Al Principles, also adopted in 2019.
The OECD Al Principles encompass values and
recommendations that include key consumer
issues, including privacy, data protection,
fairness, safety and security, misinformation and
the principle of human agency and oversight:

« “The protection of human rights and democratic
values, including fairness and privacy: Al
actors should respect the rule of law, human
rights, democratic and human-centred values
throughout the Al system lifecycle. These include
non-discrimination and equality, freedom,
dignity, autonomy of individuals, privacy and
data protection, diversity, fairness, social justice,
and internationally recognized labour rights. This
also includes addressing misinformation and
disinformation amplified by Al, while respecting
freedom of expression and other rights and
freedoms protected by applicable international
law. To this end, Al actors should implement
mechanisms and safeguards, such as capacity
for human agency and oversight, including to
address risks arising from uses outside of intended
purpose, intentional misuse, or unintentional
misuse in a manner appropriate to the context and
consistent with the state of the art.”

3. Current policy and regulatory developments in Al

« “Robustness, security and safety: Al systems
should be robust, secure and safe throughout
their entire lifecycle so that, in conditions of
normal use, foreseeable use or misuse, or other
adverse conditions, they function appropriately
and do not pose unreasonable safety and/or
security risks. Mechanisms should be in place,
as appropriate, to ensure that if Al systems
risk causing undue harm or exhibit undesired
behaviour, they can be overridden, repaired,
and/or decommissioned safely as needed.”

The OECD Al Principles complement several
existing OECD standards that are already
relevant to Al — such as those on privacy

and data protection, on digital security risk
management, and on responsible business
conduct.*? The OECD has also established a
Global Partnership on Artificial Intelligence
(GPAI) to ensure the interoperability of Al
governance across its members and an Al Policy
Observatory, which carries Al-related analysis.

b) European Union (EU)

In 2024, the EU passed Regulation (EU)
2024/1689, also called the “Al Act”, a EU
regulation that mandates member states to
adopt harmonized rules as national legislation
on Al. The EU law is based on a risk-based
approach categorizing Al-related risks from low
to high and mandating strict assessment and
transparency obligations in the development,
impact and conformity assessments, as well
as clear protocols for anticipation, mitigation
and redressal measures in the introduction of
the technology. The Act explicitly mentions
strong requirements for consumer protection
all along. Section 5 of the EU Al Act deals
with “Standards, conformity assessment,
certificates, registration” and sets out the
requirements for supranational standardization
in Al in the EU, including a requirement for
adherence to EU values and enhanced multi-
stakeholder participation in accordance with
the provisions laid out in Articles 5 and 6 of
EU Regulation No 1025/2012 on European
standardization.

42 OECD instruments of interest for the protection of consumer interests in Al include: Recommendation of the Council on Consumer Protection in E-commerce (adop.2016)
[OECD/LEGAL/0422]; Recommendation of the Council on Consumer Product Safety (adop.2020) [OECD/LEGAL/0459]; Recommendation of the Council on Consumer

Policy Decision Making (adop.2014) [OECD/LEGAL/0403]; Recommendation of the Council Concerning Guidelines for Protecting Consumers from Fraudulent and Deceptive
Commercial Practices across Borders (adop.2003) [OECD/LEGAL/0317]; Recommendation of the Council on Consumer Dispute Resolution and Redress (adop.2007) [OECD/
LEGAL/0356]; OECD/LEGAL/0459 Recommendation of the Council on Consumer Product Safety; OECD/LEGAL/0449 Recommendation of the Council on Artificial Intelligence;
OECD/LEGAL/0389 Recommendation of the Council on Children in the Digital Environment; OECD/LEGAL/0299 Ministerial Declaration on Consumer Protection in the Context of
Electronic Commerce; OECD Guidelines for Multinational Enterprises on Responsible Business Conduct.

16 ISO/COPOLCO review of the current artificial intelligence (Al) regulatory landscape and recommendations for ISO work from a consumer perspective


https://unric.org/en/unric-library-backgrounder-artificial-intelligence/
https://unric.org/en/unric-library-backgrounder-artificial-intelligence/
https://unric.org/en/unric-library-backgrounder-artificial-intelligence/
https://unric.org/en/unric-library-backgrounder-artificial-intelligence/
https://unsceb.org/sites/default/files/2024-02/ToR%20-HLCM%20AI%20Task%20Force%20-%20final%2011%20Jan%202024%20%281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR -HLCM AI Task Force - final 11 Jan 2024 %281%29.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0459
http://doi.org/10.54941/ahfe1005080
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0459
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0403
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0403
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0403
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0317
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0317
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0317
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/api/download/?uri=/public/3ae65332-dc49-49c4-97e9-0077e14c42bb.pdf&name=OECD-LEGAL-0459-en.pdf
https://legalinstruments.oecd.org/api/download/?uri=/public/3ae65332-dc49-49c4-97e9-0077e14c42bb.pdf&name=OECD-LEGAL-0459-en.pdf
https://legalinstruments.oecd.org/api/download/?uri=/public/3ae65332-dc49-49c4-97e9-0077e14c42bb.pdf&name=OECD-LEGAL-0459-en.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://isogva-my.sharepoint.com/personal/cibrariod_iso_org/Documents/Desktop/Letters AM24/OECD/OECD/LEGAL/0389
https://www.bing.com/ck/a?!&&p=0798881a75410676JmltdHM9MTcyMzQyMDgwMCZpZ3VpZD0xY2Q1YzU2Yi1lNDI2LTZhOGYtMWEzOC1kMWMzZTUyZDZiNmYmaW5zaWQ9NTE5Ng&ptn=3&ver=2&hsh=3&fclid=1cd5c56b-e426-6a8f-1a38-d1c3e52d6b6f&psq=OECD%2fLEGAL%2f0299&u=a1aHR0cHM6Ly9sZWdhbGluc3RydW1lbnRzLm9lY2Qub3JnL2VuL2luc3RydW1lbnRzL09FQ0QtTEVHQUwtMDI5OQ&ntb=1
https://www.bing.com/ck/a?!&&p=0798881a75410676JmltdHM9MTcyMzQyMDgwMCZpZ3VpZD0xY2Q1YzU2Yi1lNDI2LTZhOGYtMWEzOC1kMWMzZTUyZDZiNmYmaW5zaWQ9NTE5Ng&ptn=3&ver=2&hsh=3&fclid=1cd5c56b-e426-6a8f-1a38-d1c3e52d6b6f&psq=OECD%2fLEGAL%2f0299&u=a1aHR0cHM6Ly9sZWdhbGluc3RydW1lbnRzLm9lY2Qub3JnL2VuL2luc3RydW1lbnRzL09FQ0QtTEVHQUwtMDI5OQ&ntb=1
https://www.bing.com/ck/a?!&&p=0798881a75410676JmltdHM9MTcyMzQyMDgwMCZpZ3VpZD0xY2Q1YzU2Yi1lNDI2LTZhOGYtMWEzOC1kMWMzZTUyZDZiNmYmaW5zaWQ9NTE5Ng&ptn=3&ver=2&hsh=3&fclid=1cd5c56b-e426-6a8f-1a38-d1c3e52d6b6f&psq=OECD%2fLEGAL%2f0299&u=a1aHR0cHM6Ly9sZWdhbGluc3RydW1lbnRzLm9lY2Qub3JnL2VuL2luc3RydW1lbnRzL09FQ0QtTEVHQUwtMDI5OQ&ntb=1
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_a0b49990/81f92357-en.pdf
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025

FIZF, EEFEEAELTOEESRATLIZEITS
AIDFIRICEY 2B DREHE S VER LD
A ERRLELT=,

3.2 A EN A

a) BE W HRAFEHLE (OECD)

OECDIFAIANF U RIZET2HARSAVERET D
HBE, AIRFICELVTHICEBMITEHLTLET,
OECDIZIFEREDHEFBEEMALHY, AlIZEE
TRIEEITTHL, T34\ —, e, %27
41, ZLTABOBEMEICEAET S RIEEHELTL
F9, OECDIZ, AlICBET ¥ DEAFREIEE LD
TOECD Al 1 (TOECD AIRE| N EEELELE=,
CDENEIF2019FITHRIREN, 2024 F(CHETSNFE
Lt=. COENE(F, RL<20194F(CHRINEN1=G20 Al
[REIDEREIZE>TULVET , OECD AIRRIIE, 75
AN—, T—HRE, A FH, BREMEEFa)TY,
RIFR, AHOFEELEBDORAEWNI-FELH
EEMEESOMBERLEEEMELTVET,

o TAELRETZHIMEDRE (LN FHEET 5177
S—FBE) AlEIFEE L, AISXTALADSLI7H 1
IINEREBLT ZDZE, N BELZHIH
DARBIHB D DIFELFEET NEFTT, CAIZIL,
BEFLTFE BB, Bt BADEEE 751
I—ET—2RE B, LNFIE HRIEE,
FL TEBBIIZZED SN -FHEE DIEFIHEFEN
F7, F, EHEDE-PEDMDRENRTH
BIEFILEBFEEL DD, AlICL>THEIEEHS
RIGHPBIEHICHNT ELEEFAFET . B
FF A EE % (k> TIREZINENETT, D
=0, AIDEMRIL, ERSN-EHISDERH, &
BIRG R, E-IXE R TLLVERFNSECEY
RO, KRICELH DRFT DM AKELESL
A THIMT BELES D, NFDITHBEES1
BN oo AN =R AE T L FFERTANE
T7,J

3. AlICEEY 3B R LB ORISR

TBEW, tF¥al7s, FEME AIZITALIL, FDZ
STV AN EEFEL TEFEY, F27r, T2
MEFAZ BEDEFE FZ AT REFE-ILEA,
BBV FEDHDERIEIZH L TELIZ#EEL, T
LRGP MUELLN - EFEF2 T X OFLES
SLVEDTHEINETT, AISITLDBEDEE
FEIEFHCT YR ELSGBIEFETRT I OB
BEBEE, BEIZIELT, AISXTLFZ2IZHEZE,
1E1E, BLEU - EI (LI TEBLIHAD=R LD
BLIZEFEEIABZNETT,

OECD AIRAIIE, FSANY—ET—413E, T4
XA TAIRVER, EEHLLETHLRE, AlICHE
ETLHRFOOECDEAFMHT T HELNDTY ,#2
OECDIZZF =, MBEMDAIA/NFROBEER M
FHERTD=ODANITHEEIZEET S 00—/ )L/ s—Fk
F—29T (GPAN &, AIBED D EITIAIBEA T
—/\M)—ZFHILTLET,

b) ERHE S (EU)

EUIZ, 20244, #8|(EU)2024/1689 (Bl&TAlIL D) %
ARLELTz, ShlE, MBEICKL, AICET 5#i—
N-RAUEERNEELTHIET HILEHRFETITHEU
HAITY, COEUEIE, YURIR—ZADTTO—F(H
OF, AIEYRVZENSEIZHFEL, R, £E, &
EHEHEICH TSRS mEBERAMEDER, TLT
R EAIZHET5FR, &0, BUEEEICET SR
B7ORILEEBEMFTONET, T, HEEREIC
B AMELEENEIISBHAEICEESNTOETS,
EU AGESESEILTRE, EEMET, SIAE, &8k1%
&Ly, EUIZHE T HAIDEERMBZEILDBEHEEDHT
WET, ChiClE, EUZ#E{LIZRET HEUEAI
1025/2012 HBEEH LUV FEORICEDONIZREICED
E EUDMMEBRDESTE, RILFRAT—IRILE—DS
mRENEENET,

42 AIZBITHHBEEFZOREICEATHOECDDEEXEICIT, UTHEFENET . EFEIEIICEITHHEEREICEHTHEESEE (20165F £ [OECD/LEGAL/0422], HEEH
mREICHET HEEREE (20205 £RR) [OECD/LEGAL/0459)], JHEEBURRE B SEERE)E (20145 #4R) [OECD/LEGAL/0403], EiRZ# A =3F B A DEEREISEIBITAD
HEEZRETDH-ODHAFIM VBT HEEREE (2003F£R) [OECD/LEGAL/0317], HBE EHF MR R UK FICET 2EERE)E (20074 F4R) [OECD/ LEGAL/0356], HEH
HAREICETHEELE S (OECD/LEGAL/0459), AN TH16EICET 2EE=E)E (OECD/LEGAL/0449), TURILIREICEH T2 REICRE 2 E42E)% (OECD/LEGAL/0389), EF /&
B2+ 5iHE & REICBI T SRR E S (OECD/LEGAL/0299), HEHDEETHIEHTSLEHEREEN (51 (OECDEEHEREN K1),

16 IS0/COPOLCOIZ & 2 N L4ntg (AT) MM OBUK L & = — LT H A D OISO ~ DI


https://unsceb.org/sites/default/files/2024-02/ToR%20-HLCM%20AI%20Task%20Force%20-%20final%2011%20Jan%202024%20%281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR%20-HLCM%20AI%20Task%20Force%20-%20final%2011%20Jan%202024%20%281%29.pdf
https://unsceb.org/sites/default/files/2024-02/ToR%20-HLCM%20AI%20Task%20Force%20-%20final%2011%20Jan%202024%20%281%29.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://oecd.ai/en/ai-principles
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://wp.oecd.ai/app/uploads/2021/06/G20-AI-Principles.pdf
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://www.oecd.org/en/about/programmes/global-partnership-on-artificial-intelligence.html
https://oecd.ai/en/ai-principles
https://oecd.ai/en/ai-principles
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R1025
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422
http://doi.org/10.54941/ahfe1005080
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0403
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0317
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0356
https://legalinstruments.oecd.org/api/download/?uri=/public/3ae65332-dc49-49c4-97e9-0077e14c42bb.pdf&name=OECD-LEGAL-0459-en.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://isogva-my.sharepoint.com/personal/cibrariod_iso_org/Documents/Desktop/Letters%20AM24/OECD/OECD/LEGAL/0389
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CEN/CENELEC JTC 21 is the joint technical
committee established by CEN (European
Committee for Standardization) and CENELEC
(European Committee for Electrotechnical
Standardization). In March 2023, the
European Commission requested CEN and
CENELEC, who accepted, to prepare a work
programme of European standards and
European standardization deliverables. In

its standardization request, the Commission
insisted on the need for “an appropriate
representation and effective participation

of the relevant stakeholders, including small
and medium-sized enterprises and societal
stakeholders”. JTC 21 develops standards

in the field of Al and data and provides
guidance to Technical Committees (TCs)
concerned with Al to ensure the development
of trustworthy Al systems. JTC 21 has been
tasked by the European Commission to start
to adopt or produce Al standards in support
of the Al Act.*® Within JTC 21, a Task Group
(TG) on Inclusiveness aims at facilitating
stakeholder participation by distributing
updated information on the landscape of
standardization activities in international
bodies, including ISO-IEC JTC1 SC42.44

c) Association of Southeast Asian Nations
(ASEAN)

In February 2024, the ASEAN issued its

Guide to Al Governance and Ethics to provide
non-binding guidelines for governments and
businesses in the region as they develop and
use Al systems. The guide highlights seven
principles for the design, development, and
deployment of Al systems in Southeast Asia:

1 - transparency and explainability; 2 - fairness
and equity; 3 - security and safety; 4 - human-
centricity; 5 - privacy and data governance; 6 -
accountability and integrity; and 7- robustness
and reliability.*® The guide encourages
alignment among ASEAN members and fosters
the interoperability of Al frameworks across
member state jurisdictions. It also plans for
the establishment of an ASEAN Working

Group on Al Governance, which will oversee Al
governance initiatives in the region and further

43 XXX

3. Current policy and regulatory developments in Al

develop shared regional standards, notably on
generative Al.

Building on this, in January 2025, ASEAN
launched the Expanded ASEAN Guide on Al
Governance and Ethics — Generative Al at

the 5™ ASEAN Digital Ministers’ Meeting in
2025.46 This supplementary guide addresses
risks specific to generative Al — such as
hallucinations, disinformation, deepfakes,
intellectual property infringement, privacy
concerns, and embedded social biases — and
provides nine policy recommendations for
ASEAN policymakers, along with practical

use cases to support implementation in
2025.# Together, the two guides form a living
framework to promote safe, trustworthy, and
interoperable Al governance across Southeast
Asia.

d) Southern Common Market (MERCOSUR)

The MERCOSUR ministerial held in Brazil at the
end of 2023 issued a “Presidential Declaration
on democracy and information integrity in
digital environments”. Although largely an
enunciation of principles, the Declaration
importantly recognizes that Al misuse is at
the root of threats to citizens, consumers

and communities in the region, including
disinformation, hate speech, false information
and apology for violence. MERCOSUR
Presidents also recognized that Al can pose

a serious challenge to social cohesion,
democratic values and institutions, human
rights, the legitimacy of scientific knowledge
and journalism, and to the protection of
personal data. The Declaration specifically
refers to the intent of protecting consumer
rights by implementing adequate national
legislation protective of privacy and personal
data through the promotion of the integrity,
accuracy, consistency and reliability of
information circulating in digital environments.
To do so, it calls on MERCOSUR member
states to encourage transparent, responsible
and respectful of human rights policies on the
part of technology companies, especially with
regard to content moderation, recommendation

44 ETUC/CENELEC, Artificial Intelligence standardisation Inclusiveness Newsletter Edition 1 - January 2024

45 Labrecque, C., ASEAN Issues Guidelines for Artificial Intelligence, Asia-Pacific foundation of Canada

46 Available at: https://asean.org/wp-content/uploads/2025/01/Expanded-ASEAN-Guide-on-Al-Governance-and-Ethics-Generative-Al.pdf
47 ASEAN, Expanded ASEAN Guide on Al Governance and Ethics — Generative Al, 2025. Available at: https://asean.org/book/

expanded-asean-guide-on-ai-governance-and-ethics-generative-ai/
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algorithms and the treatment of personal data,
seeking to minimize the proliferation of false or
illegal content.*®

3.3 National developments

National governments are adopting different
approaches: while some privilege binding
regulation and law along with the precautionary
principle, others are taking more of a voluntary,
self-regulatory, non-binding approach based
on good practices rather than legal protections.
For instance, personal data protection and
privacy laws across the five continents

follow different approaches in the definition,
safeguard and remediation measures.*®

This variety of approaches to regulation comes
from the fact that, when it comes to Al and
technology, governments’ role goes beyond

its basic mission to protect and provide for

its citizens. Indeed, government is itself an Al
and technology user, and it is also expected to
design industrial policies to promote domestic
business and innovation. Ultimately, the
outcome of the regulation depends on the
balance or lack of balance in the allocation of
roles and responsibilities between the public
and the private sectors and on the degree of
inclusiveness of concerned stakeholders in the
crafting of the framework.%°

3. Current policy and regulatory developments in Al

This process is noticeable in the case of four
major national jurisdictions, notably the USA,
Canada, the EU and China. First, in the USA,
President Biden’s 2023 “Executive Order on the
Safe, Secure, and Trustworthy Development
and Use of Artificial Intelligence” applies to the
executive branch of the US only®, whereas

it rather provides guidance, not mandatory
compliance, for other actors®2. Similarly, the
federal government of Canada has set up clear
guidelines for the use of Al in government.>?

In 2023, Canada launched the Voluntary Code
of Conduct on the Responsible Development
and Management of Advanced Generative Al
Systems, > targeting business and industry.
This code provides Canadian companies with
common interim standards and enables them
to demonstrate, voluntarily, that they are
developing and using generative Al systems
responsibly until formal regulation is in effect.
Canada has also published the first Accessible
and Equitable Artificial Intelligence — Technical
Guide®® as a first step in developing related
standards.

In May 2025, the Government of Canada
established the Minister of Artificial Intelligence
& Digital Innovation.¢ Additionally, the
Standards Council of Canada (a crown
corporation) leads the Al and Data Governance
(AIDG) Standardization Collaborative to
support the development of standardization
strategies aligned with Canada’s priorities and
enable the Canadian Al and data ecosystem to
scale up on the international scene.®’

48 MERCOSUR, “DECLARACION ESPECIAL DE LOS PRESIDENTES DEL MERCOSUR SOBRE DEMOCRACIA Y LA INTEGRIDAD DE LA INFORMACION EN ENTORNOS DIGITALES”, 11

December 2023

49 A/HRC/55/46, Legal safeguards for personal data protection and privacy in the digital age, Human Rights Council Fifty-fifth session 26 February-5 April 2024 Agenda item 3.
50 Kwan, S., Stiefmueller, C., Leitner, C. (2024). Exploring regulatory frameworks for Al/ML through different lenses: A comparative approach. In: Christine Leitner, Rainer Nagele,
Clara Bassano and Debra Satterfield (eds) The Human Side of Service Engineering. AHFE (2024) International Conference. AHFE Open Access, vol 143. AHFE International,

USA. http://doi.org/10.54941/ahfe1005080

51 Information about Al regulations in the executive branch, independent regulatory agencies and state-level regulations are available at: https://www.whitecase.com/insight-
our-thinking/ai-watch-global-regulatory-tracker-united-states. Federal Trade Commission (FTC) enforcement actions are available at: https://www.ftc.gov/news-events/news/

press-releases/2024/09/ftcannounces-crackdown-deceptive-ai-claims-schemes

52 The White House Executive Order 14110 has since been rescinded and new policies are expected. https://www.whitehouse.gov/presidential-actions/2025/01/

initial-rescissions-of-harmful-executive-orders-and-actions/

53 Government of Canada, Responsible use of artificial intelligence in government, Official Website.

54 Available at: https://ised-isde.canada.ca/site/ised/en/voluntary-code-conduct-responsible-development-and-management-advanced-generative-ai-systems
55 Accessible and Equitable Artificial Intelligence Systems — Technical Guide, Government of Canada, September 2024. Available at: https://accessible.canada.ca/
creating-accessibility-standards/accessible-and-equitable-artificial-intelligence-systems-technical-guide

56 Prime Minister https://www.pm.gc.ca/en/news/news-releases/2025/05/13/prime-minister-carney-announces-new-ministry

57 Standards Council of Canada: https://scc-ccn.ca/areas-work/digital-technology/ai-and-data-governance-standardization-collaborative
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The EU Al Act (see 3.2 b), based on the
regulatory tradition of the EU Treaties and

the Charter of Fundamental Rights, favours a
stronger mandatory compliance approach and
emphasizes the participation of stakeholders
in the regulatory process. Finally, China’s Al
regulations are strong on legal compliance
and aim to protect Chinese citizens, workers,
strategic industries and market.58

Other national initiatives worth mentioning here
are from the United Kingdom and Singapore:

« Both the previous and the current United
Kingdom Governments have stressed the
importance of developing world-class national
Al capabilities. Current plans are summarized
in its January 2025 Al Opportunities Action
Plan®®. From a consumer protection perspective,
perhaps the most interesting aspect is the

3. Current policy and regulatory developments in Al

focus on Al Safety Technology, supported by
the Al Security Institute®®, set up to focus on the
long-term risks posed by advanced Als.

Singapore has taken a practical approach to
Al governance with its Model Al Governance
Framework, first established in 2019 and
updated in 2020. This voluntary framework
guides organizations on responsible

Al deployment without imposing legal
requirements. Singapore has also developed
Al Verify for Al testing, which is open-sourced.
In May 2024, it published the Model Al
Governance Framework for Generative Al.61
These initiatives aim to address generative Al
concerns while promoting innovation, aligning
with the strategic goal of “Al for Public Good”
by fostering responsible innovation and building
trust.

58 Internet Information Service Algorithmic Recommendation Management Provisions (2022); Internet Information Service Deep Synthesis Management Provisions

(2023); and Technology Ethics Review Measures (2023). Ibid.

59 https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan

60 https://www.aisi.gov.uk/ This was originally known as the Al Safety Institute.

61 Singapore, Model Al Governance Framework for Generative Al. 2024.

ISO/COPOLCO review of the current artificial intelligence (Al) regulatory landscape and recommendations for ISO work from a consumer perspective 19


https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.aisi.gov.uk/
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf

EU A (3.2 b3 1) 1%, EUEHBLUEKIEEED
BEOEHICEDE, KYBAREFIMGZILTSAT
VR7IO—FEZFEL, BHTOEA~ADOHERFRE
DEMEERLTVET , REZIC, PEOARSIEES
EBFEEHL, PEOER, HEE, HEKMEE ZL

THiEDREEBMHELTNEY %8

CCCERTHMENHIZDMODERMA=TFI
ELT, IFYREVUHAR—ILOBYBEHDHYET .

- AFYRTIE, FIBHES SUVRBHELDIC, HFK
HEDERAIRNDHARDEEMZEFALTEFL
1=, MAEDEEIL, 202551 A DAIESITEIETE
PZFEHONTNET HEEREDB RMOR
LEKRVDF, SEGAING-LT REAMGIR

3. AlIZE Y B BUREAH O R EIRA

VICERELTHDITERILSNI-AIEF )T o
MRAONXIET HAIZR E M~ D E R HEER
Y#AHTY,

DUAR—ILIE, 2019F IR YICEESH,
20204 ICEHEN-TETILAIHNF VR TL—
LT7—512&Y, AITNFURIZEEMET7 IO
—FEFRALTVWET . COBEMHETIL—LTD
—J1&, ENEGHERT L BN EEHS
AIRRZIT O DIESHERYVET, S oAR—
LIEET:, AIFARDEHDF—T)—RDAI
VerifyZBAFELELT=, 2024FE58121%, TERAI
DE=ODETIVAIHNF LV RIL—LT—Y | %
NBALEL O ThoOBMYMBA L, EEHZA
IR—=La FREL, REDFEDI-HDAILE
WSEBRBAEICSIR T, 1/ AN—2avw LK
NoERAICET 2RS0T HIEEBHEL
TWET,

58 AUA—FYMERY—ERTITVXLHERERRTE (2022F), /0 3—FIMERY—ERTA—TLU 2L REBRE (20235F) . BLUHMHEEEHEE (2023F), [ L,
59 https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan

60 https://www.aisi.gov.uk/ ZHL1&T < Al Safety Institute&L TSN TLVELT=,
61 SUHR—IL, TERAIDTHDETILAIF NFURIL—LT—5]. 20244

ISO/COPOLCOIZ 2 A L4IfE (Al) Bl OBLIR L & =2 — LI EHELED D OISOEB~ DI


https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.aisi.gov.uk/
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf

4. Views from consumer
organizations on Al

Al has also caught the attention of many international NGOs dealing
with consumer policy, rights and protection. A sample review of the
positions and recommendations on Al governance and standardization
of representative consumer organizations follows.

4.1 Consumers International (ClI)

Consumers International (Cl) is the global
membership-based organization bringing
together over 200 consumer unions and
associations in more than 100 countries.
Clis an ISO and ISO/COPOLCO Liaison A
organization. Cl has made a priority of Al
governance as a consumer protection issue,
and dedicated 2024 World Consumer Rights
Day to the theme of Fair and responsible Al
with a public event to which ISO Secretary-
General Sergio Mujica contributed with an
address.

In its campaigns and publications, Cl draws
attention to the serious implications of un- or
ill-governed Al for consumer safety and digital
fairness. Misinformation, privacy violations,
and discriminatory practices are Cl's concerns,
as well as how Al-driven platforms can spread
false information and perpetuate biases. CI
especially decries the risks of generative

Al chatbots, which have long been used in
customer service and support, and those of
search engine algorithms that can be tailored
to target individual consumers. Continuously
evolving, unchecked generative Al can multiply
and deepen the harm consumers are exposed
to in the digital market.®?

For example, in an April 2024 trial study of
consumer experiences of chatbots, Cl reported
that all tested chatbots produced some form of
hallucination that tended to be subtle and hard
to detect. Also, the likelihood that responses
included citations was only about as good as

a coin toss (the range across prompts was

62 CI, "Can we trust Al chatbots? Results revealed from our experiment”, 23 April 2024

63 ClI, The consumer experience of generative Al, 23 April 2024
64 ClI, Our vision for fair and responsible Al for consumers, 23 April 2024

between 46% and 56%). Besides, algorithmic
biases were identified across all chatbots.
Participants frequently reported a North
American bias in the responses, for example,
through the use of brand names and the
sources cited®?

Cl has identified four priority areas to build a
vision of consumer-fair Al:

Transform digital markets so they are open
and accessible for all: This includes respect
for data privacy, affordable and meaningful
connectivity, and trustworthy information
presented clearly.

2. Establish and maintain high benchmarks
for consumer protection: Through stringent,
globally consistent procedures that safeguard
people from harm and independent monitoring
of the trustworthiness and transparency of
commercial developers and deployers of Al.

3. Develop inclusive and representative
governance frameworks: This means
advancing protocols for training data and
model design, investing in resources for
their maintenance, and actively working with
consumer advocates in their development.

4. Guarantee that redress and representation are
available, respected and enforced: Clear and
transparent processes must be established to
report harms and ensure that rights to appeal
are meaningful and fair. Information should be
shared with consumer protection authorities
when risks are identified. Consumers must
have a voice on systems that impact them.5*
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Based on its review and vision for a consumer-
fair Al future, Cl recommends ambitious

policy and mandatory, enforceable regulatory
interventions to reduce harmful practices. This
is because the effectiveness of self-regulation
alone is viewed as questionable, lacking
enforcement mechanisms and transparency,
while encouraging companies’ ‘regulatory
shopping’, leading to a race to the bottom for
legislation protecting consumers. Cl also calls for
more and better inclusivity and representation in
the design and governance of Al.

4.2 The European consumer
voice in standardization (ANEC)

ANEC is a membership-based organization
uniting consumer unions and associations

in Europe representing consumer interests.

It is an ISO and ISO/COPOLCO Liaison A
organization, and it is the European platform
recognized as the legitimate and representative
voice of consumers by the EU Commission

in EU Regulation No 1025/2012 on European
standardization.

According to ANEC, International Standards
can deliver the technical robustness, security
and interoperability required to meet some
elements of consumer Al expectations and
needs. However, IS should not be used to
define or apply fundamental rights, legal or
ethical principles, because it is unclear how
these can be adequately transposed into
technical standards. International Standards
should therefore limit themselves to defining
technical requirements and should not

enter into the area of public policy, all while
respecting existing regulations. The EU
consumer organization also calls for strong,
rigorous, meaningful consumer and wider
societal participation (consumer, environment
and social representative organizations) in
Al-related technical standard development in
a view to ensure balanced outcomes. ANEC
also advocates for strong, rigorous stakeholder
engagement and inclusion in international

65 ANEC, The role of standards in meeting consumer needs and expectations of Al in the European Commission proposal for an Artificial Intelligence Act, Position Paper, ANEC-

standardization and holds that there needs to
be a strong process of involvement to ensure
balanced IS outcomes, including on Al. Some
areas of Al regulation and risk governance
need to be under the aegis of the government,
not be relegated to private companies and
voluntary self-regulation®.

4.3 National Consumer
Organizations

The following are examples of National
Consumer Organizations that have expressed
interest in Al and have published reports for
their constituents.

o The Norwegian Consumer Council published

a report in June of 2023 titled: “Ghost in the
Machine — Addressing consumer harms in
generative Al”.% The report was endorsed
by the European Consumer Organization
(BEUC), representing consumer groups

in 14 countries, in June 2023.%” This
report contains policy recommendations
that describe eight key consumer rights
principles, along with several valuable
recommendations on transparency, risk
mitigation, and accountability

o The US-based Consumer Reports published
a consumer survey about attitudes on Al
in January of 2024 % and published a five-
page “Consumer Protection Policies for the
Al Era” in March 2024.5° This publication
includes specific recommendations on Al
transparency, fairness, privacy, safety, and
enforcement.

o The UK organization CPIN (Consumer
and Public Interest Network), which works
specifically on standards and is supported
by the UK National Standards Body BSI, has
commissioned expert advice on Al. °The
advice includes the table below, which
provides a version of the UN Consumer
Protection Principles, and for each principle,
an illustration of good practice in AIS used
by consumers.

DIGITAL-2021-G-141, 1/12/2021; Oliveira da Silva, F., and Drazewski K., (ANEC co-authored the ‘Standards’ chapter), REGULATING Al TO PROTECT THE CONSUMER, Position

Paper on the Al Act, pp. 2526, BEUC-X-2021-088 - 07/10/2021

66 Norwegian Consumer Council, “Ghost in the Machine — Addressing consumer harms in generative Al”, 2023.
67 BEUC,https://www.beuc.eu/press-releases/consumer-groups-call-regulators-investigate-generative-ai-risks-enforce-existing
68 Consumer Reports, https://advocacy.consumerreports.org/press_release/consumer-reports-surveys-american-consumers-about-how-they-use-and-think-about-text-

based-generative-ai-chatbots/

69 Consumer Reports, https://docs.google.com/document/d/1SobfUSSvaFNWMGxH2uU4c6tWLReilOA10UrpRdxUYYY/edit?tab=t.0
70 https://media.invisioncic.com/a324017/pages_media/120076474_CPIN_Alpositionpaper.pdf
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UN Consumer Protection Principle”

4. Views from consumer organizations on Al

Access: to essential goods and services.

Inclusivity: fair treatment and protection for
vulnerable and disadvantaged consumers.

Information: clear, accurate, relevant and timely
information to understand choices and make
informed decisions.

Privacy: protection of personal data. Includes:
privacy, security and identity.

Redress: availability of effective systems of
feedback, complaints and dispute resolution,
which are used to drive continual improvement.

Representation: to be heard in the development
of policies, standards, goods and services to
ensure that consumer needs are met.

Safety: protection from hazards to health
and safety.

Sustainability: provision of goods and services
that meet the needs of the present, without
compromising the ability of future generations to
meet theirs.

“What good looks like” - applying principle to Al

Al services can communicate with and understand a wide range
of users and their needs to ensure equity of access.

Al services do not discriminate or perpetuate bias against
particular consumers or consumer segments.

Transparency about how Al is in use, an understandable
explanation of how and why a decision has been made.

All Al products have latest security updates to ensure effective
cybersecurity. Consumers are given choice and control about
whether and how personal data is used in Al services.

Consumers are able to raise issues and get them put right if an Al
system, or the data within it, is inaccurate.

Consumers and citizens are involved in design of Al products
and services, and their interests represented at organizational
governance level.

Al systems, products and services are assessed for any potential
negative impacts on consumers, that may occur through
intended, unintended or malicious use.

Al product development and deployment minimizes energy,
carbon and water use and does not deplete natural resources.

71 Based on https://unctad.org/topic/competition-and-consumer-protection/un-guidelines-for-consumer-protection.

The advice breaks down consumer
requirements from Al into the following five
priority goals:

1. Consumer focus: Consumers need

reassurance that their interests are central to S.
Al system development and Al service delivery,
and that they can trust the system to be as

risk-free as possible.

4. Fair and responsible use: Consumers need
and want trustworthy and safe Al systems that
deliver good outcomes for them as individuals
and for society as a whole.

Accountability: While it is increasingly the role
of legislation to establish where liability and
accountability lie in Al systems, consumers
should have clear and easily accessible options
for getting problems and harms put right.

2. Fair and responsible inputs: Consumers need

to be confident that they have control over
when and how their data is collected and

used in Al models and systems, and that the
underlying datasets are of a high quality and as

free from bias as possible.

For each priority goal, examples are also
given of potential mitigations that could be
contained in consumer-facing Al standards, to
guard against harms like those discussed in
section 2.3.

3. Fair and responsible processes: Consumers

need easy access to explanations of how

decisions have been made and mechanisms to

review and contest them.
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5. Recommendations
for ISO work on Al from
a consumer perspective

From the previous sample review of regulatory and societal debate
landscapes on the opportunities and challenges related to Al, it
emerges that global, regional and national legislative approaches on Al
governance remain fragmented, and that regulations are currently racing
to keep pace with technological developments.

Nonetheless, virtually every national
government, regional and global
intergovernmental organization is actively
working on the development of fit-for-purpose
Al governance systems that should include
safeguards for consumers and for the wider
society, albeit approaches widely vary in scope
and depth, ranging from mandatory rules to
voluntary self-regulation. Within this context,
mapping, anticipating, avoiding, mitigating

and remedying Al-related risks for consumers
and for society requires an early alignment-
by-design among IS and existing, agreed
principles and guidelines on Al governance.

Developers should therefore carefully consider
already aligning IS processes to the best of
their capabilities and possibilities with the
following overarching recommendations, which
largely represent the recurring, common points
emerging from multiple principles and guidance
documents, among which are those reviewed
earlier in this paper:

5.1 Refer, respect, support and
defer to existing international

and regional public principles,
standards and legislation

International Standard developers can build
on the existing work, recommendations and
frameworks of international, global and regional
organizations’?, and on national legislations,
ensuring that they keep the standards up to

the maximum possible level of protection to
make AIS safe, fair and inclusive for consumers,
stakeholders and humanity at large. Although
it may be challenging to translate general
principles into technical International
Standard requirements, and while it is not
International Standards’ role to interpret and
provide definitions in such sensitive realms

- International Standard developers can
implement the “duty to respect” international
public standards’® and set boundaries,
safeguards, as well as risk and remediation
management systems that comply with those
international public standards to the best of
their knowledge and possibilities.

International Standards writers should also
aim to support legislation and governance
frameworks and their implementation in their
endeavour to ensure Al is well-governed and
used in everyone’s interest. IS should therefore
be conceptualized and written in a manner to
include provisions that support and underpin
regulation, including those on consumer
protection. Besides, AlS-related International
Standards should be written in such a way

and contain requirements that can make them
be conformity-assessed, so that trust and
traceability of implementation can be built into
the system, including for consumer protection
and related elements. In this manner,
International Standards can offer regulators the
tools they need to ensure sound Al regulatory
frameworks and implementation, which in turn

72 These include the instruments mentioned under section 3 of this paper and include the United Nations Guidelines for Consumer Protection (UNGCP).
73 OHCHR, Guiding Principles on Business and Human Rights, Implementing the UN “Protect, Respect and Remedy” Framework, 2011.
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can prompt regulators to adopt International
Standards to achieve their goals.

When a need for interpretation and expertise
emerges to identify the best possible
methodology to ensure the respect and
boundary-setting in public policy, ethics,
human rights, and other legal requirements -
including consumer protection —on AIS through
technical specifications, International Standard
developers should request appropriate expertise
and defer to the competent jurisdictions in that
area to ensure that the wider public interest is
upheld over commercial and private interests
stemming from Al technology use.

Al evolves rapidly, and some existing
regulations may become outdated for
innovation. Standards should also fill gaps
where legislation lags behind, ensuring
adaptive and forward-looking governance.
Therefore, it should be ensured that standards
are periodically reviewed to keep pace with
emerging Al risks and evolving regulations.

5.2 Build on existing, inclusive
governance experiences to draw
comprehensive risk management
systems

An effective mapping, anticipation, avoidance,
mitigation, dispute settlement and remediation
systems for Al-related risks requires access to
a maximum knowledge of cases of confirmed
and potential threats. International Standard
developers will have to design continuously
adaptive risk management systems that

can futureproof International Standard,

by anticipating the generative and self-
evolutionary nature of Al. Human and consumer
rights due diligence, impact assessment,
conformity assessment and risk management
systems building on existing governance
frameworks that have already been developed
for high-risk industries such as mining,
automotive, pharma and textile industries,
could be helpful references.’”* Robust,
systematic, inclusive stakeholder engagement,
including consumer representation in
International Standard processes, is a
precondition to achieve this objective (see 5.5).

5. Recommendations for ISO work on Al from a consumer perspective

Al risk management systems must account
for sector-specific risks (e.g., Al in healthcare
vs. Al in financial services) as a one-size-
fits-all approach may not be effective.
Moreover, governance should consider
regional differences in risk perception. Al
risks in developing economies may differ
from those in high-tech economies. It is thus
important to adopt sectoral and contextual
risk assessments, ensuring risk management
systems are tailored to specific Al applications.

5.3 Prioritize consumer data
protection and privacy, human
autonomy, informed choice and
human backup, along with strong
safeguards at all times.

Because of their generative, adaptive

and viral nature, once Al technologies are
introduced, it is hard to halt their dissemination
or roll back their adoption. International
Standard developers should therefore

include effective safeguard mechanisms at

all stages of development, introduction and
commercialization of Al technologies and rely
on neutral, scientific research — when available
—to assess and halt potential harm at all stages
of the Al value chain.

They should also consider moratoriums and
the option to choose not to introduce certain
technologies with high harm potential on the
basis of the precautionary principle. Consumer
safety, protection and quality should be
ensured with the constant presence of human-
centered supervisory/curation/moderation.

A human and/or analogue choice for public
services and business access needs to be
guaranteed (e.g. when Al and other digital
technologies fail, and in case of consumers with
limited digital literacy and/or scant/no access to
digital services) to ensure equal access, human
autonomy, and choice at all times.

Algorithm transparency is needed to ascertain
which biases and patterns are prioritized and
that illegitimate commercial interests do not
shape the algorithms.

74 The Shift Project, which comprises a group of human rights due diligence and impact assessment experts stemming from the team of Prof. John Ruggie, who developed the

UN Guiding Principles on Business and Human Rights (UNGPs) — can be of guidance.
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Consumer data collection, storage and
management systems need to be designed
in line with principles of fairness, informed
consent, transparency, traceability, and
antitrust so that Al developers handle data
responsibly and fairly. Al systems should
minimize data collection by default to
reduce risks of misuse. Privacy-enhancing
technologies such as encryption techniques
should be used wherever possible in
consumer-facing Al systems.

Human moderation, exclusion/deletion and
reporting to the competent authorities of
violent and inappropriate content, deepfakes,
misinformation and Al-enabled criminal
behaviour should by default be built in.

In their interactions with Al, consumers need

to have access to information in a timely,
comprehensive, and clear manner on how their
personal information is used or processed by Al and
the specific reasons behind such use. This makes
it possible for them to exercise their rights, such
as the right to due process and to an explanation
or defense when faced with decisions made
using artificial intelligence tools or technologies.”
Explainability-by-design approaches should be
used wherever possible in consumer-facing Al
systems so that consumers can have a clear
understanding of how Al impacts them.

5.4 Embed inclusion and
address structural inequalities
in IS design, including to boost
sustainable development

Built-in algorithmic bias is everywhere,
despite the most advanced Als. Al multiplies
and amplifies intersectional inequalities,
resulting in a stratification of disadvantages
for vulnerable categories of consumers and
individuals. International Standard developers
should build technical specifications that
enable the maximum levels of protection for
vulnerable users based, e.g. on age, gender
and sexual orientation, literacy levels, ethnic
origin, political orientation, etc., in-line with
the highest possible international standard of
equality standards and protection from non-

5. Recommendations for ISO work on Al from a consumer perspective

discrimination. Legitimate, self-determined
representatives of these groups, including

a geographically and ethnically balanced
representation of developing countries, should
be meaningfully and systematically involved

in shaping Al standards. Further, International
Standards developers should also consider
skill, digital literacy, infrastructure gaps,

and other development issues, to ensure
maximum access to the potential benefits Al
can provide for sustainable development and
for the achievement of the SDGs.”® Robust,
systematic, inclusive stakeholder engagement
in International Standards processes is a
precondition to achieve this objective (see 5.5).

Al sustainability should include both social
and environmental considerations, for
instance, the impact on labour markets and
carbon footprint of Al models. Ensuring

bias mitigation in Al systems is not just a
technical fix, it requires diverse data sets,
ethical oversight, and inclusive Al governance.
Further recommendations are to develop Al
Environmental Impact Metrics to measure Al’s
carbon footprint and energy consumption, and
create bias-resilience benchmarks to ensure
fairness and inclusion in Al systems across
different cultural and demographic contexts.

5.5 Effective, futureproof IS require robust,
systematic and meaningful stakeholder
engagement of all affected interests.

If all voices are to be heard and International
Standards are to be used and trusted
everywhere,”” then there cannot be ad hoc cherry-
picking of stakeholder interest representatives.
Indeed, for all the prior recommendations (5.1, 5.2,
5.3, 5.4) to be effective and deliver solid technical
specification, International Standards developers
should make sure that societal interests —
including consumers, environment, developing
countries, indigenous, women, youth, LGBTIQ,
disabled, etc. have a voice, and that such voice is
duly considered in the drafting of standards. This
way, International Standards will reflect the correct
safeguard mechanisms, it will encompass the
most inclusive technical specifications supportive
of regulatory implementation and involve
provisions that can be conformity-assessed and

75 See UN General Assembly, A/78/310, Right to privacy, Note by the Secretary-General, Seventy-eighth session Item 73 (b) of the provisional agenda, 30 August 2023
76 Antunes, B. Digitalisation, artificial intelligence and the creative economy, PPT presentation, UNCTAD, 25 June 2024
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will be more widely trusted and adopted, stepping
stones towards sound interoperable regulation.
The ISO stakeholder categorization under
ANNEX 1to TMB 43/2012 of June 2012 is largely
in line with the UN Major Groups categorization
and can be enhanced with the addition of
transversal categories of discriminated groups

in line with the most advanced, legitimate and
progressive stakeholder engagement practices
by international organizations and standardization
bodies.”®

Meaningful stakeholder participation
sometimes requires funding support

for underrepresented groups to engage
effectively. Al standards discussions should
include consumer rights organizations, labour
unions, and representatives from the Global
South, ensuring truly inclusive decision-
making. An additional recommendation is to
identify diversity and transparency metrics
in stakeholder representation, ensuring
participation from underrepresented
communities and regions.

5.6 Strengthening Al Standards
Compliance and Al Regulatory
Enforcement

Compliance mechanisms should include
independent Al auditing bodies to prevent
self-regulation loopholes. In some cases,
businesses may resist mandatory Al
compliance due to cost concerns, so incentive
structures should encourage voluntary
adoption. It could be envisaged to develop
third-party Al auditing frameworks, ensuring
independent assessments of Al compliance
with international standards, and create
incentives for compliance, such as certification
advantages for Al systems that meet high-
standard benchmarks.

5.7 Enhance Consumer
Education, Al Literacy, and
Knowledge Sharing

To further strengthen the consumer perspective
in Al standardization, it is essential to focus on

5. Recommendations for ISO work on Al from a consumer perspective

enhancing consumer education, Al literacy,

and knowledge sharing. This involves creating
accessible resources and conducting awareness
campaigns to empower consumers to make
informed decisions. By improving Al literacy,
consumers can better understand how Al systems
work, their implications, and how to interact with
them safely and effectively. Standards should
therefore also encourage the development of
knowledge commons and resource sharing. This
includes creating open repositories of use cases,
educational resources for different knowledge
levels, translated materials with cultural
adaptations, and community support mechanisms
for implementation. These initiatives support the
document’s call for “maximum levels of protection
for vulnerable users” by democratizing knowledge.

Additionally, establishing multi-stakeholder
feedback loops is crucial for effective standards
development. This involves regular field testing
with SMEs and solution providers, mechanisms
to incorporate user feedback (like the GPAI
usability surveys), adaptation processes as Al
technologies evolve, and representation from
diverse geographic and economic contexts.
Regular monitoring and evaluation of Al
standards are also crucial to ensure they remain
relevant and effective in addressing emerging
challenges. This can be achieved through
periodic reviews, stakeholder consultations,
and updates to standards based on new
developments in Al technology and its impact on
consumers. By focusing on consumer education,
Al literacy, knowledge sharing, and multi-
stakeholder feedback loops, ISO/COPOLCO

can ensure that Al standards not only protect
consumers but also promote responsible and
informed use of Al technologies.

Achieving fair and responsible Al for consumers
and for the wider society will take sustained
effort. It is critical that its development
involves, and is informed by, the voice of
consumers and impacted stakeholders.
COPOLCO members stand ready to support
and advise ISO in this important endeavor.

78 An interesting example is provided by “right of opinion” for stakeholders in the EU standardization system (see CEN and CENELEC BOSS documents and the references to
stakeholder participation mechanisms in standardization policies and processes mandated in EU Law instruments: under: the Preamble (point 17); Chapter Il, Art 5; and Annex
[Ilin EU Regulation 1025/2012; EU Commission Decision of 28 November 2011 setting up the European multi-stakeholder platform on ICT standardization; and EU Regulation -
1025/2012. Also see the stakeholder engagement system of the Global Reporting Initiative (GRI).
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6. Next steps for
collaboration and action

Based on the above-mentioned review and
recommendations, ISO/COPOLCO proposes the
following actions:

ISO/IEC JTC1/SC 42, Artificial intelligence
should consider the ISO/COPOLCO above-
mentioned recommendations (section 5 of this
paper) when drafting International Standards.
This includes consulting with ISO/COPOLCO
for New Work Item Proposals (NWIPs), so

that consultation, comments and support on
emerging AlS-related International Standards
from consumers can be secured early on from
COPOLCO members.

ISO/COPOLCO and ISO/IEC JTC1/SC 42,
Artificial intelligence should strengthen

and make their dialogue and collaboration
systematic, also following up a recent
presentation made by the COPOLCO Secretariat
to the ISO/IEC JTC1 leadership about
COPOLCO'’s activities.

There is a large number of JTC 1 SCs that touch
upon automated decision-making. COPOLCO
should develop a comprehensive mapping and
a timeline for consumer awareness, and support
monitoring of Al standardization activities and
provide timely input.

COPOLCO also strongly encourages

the nomination of additional consumer
representatives in the working groups of ISO/
IEC JTC1/SC 42, Artificial intelligence, and
further development of this position paper.

In the next steps, ISO/COPOLCO will provide
further recommendations to meet the complex
challenges of consumer protection in Al,
including:

o Developing practical frameworks and
assessment tools for use by technical
committees.

o Ensuring inclusive participation from
countries other than developed and active
countries’ consumers, so that we can
examine other samples from these countries
as well.

o Applying consumer protection standards to
high-risk sectors like healthcare, finance,
and education.

It is also recommended to gather further
information from CI, ANEC, ECOS and other
COPOLCO and ISO liaison organizations and
from COPOLCO members about consumers’
experiences with Al and recommendations for
fair, inclusive, safe Al-related standardization.

Although code of practice standards have
been proposed as one of the ways to address
consumer-related Al concerns, the fact that
such codes are not adopted or enforced

by businesses of any size when they are
standalone documents means that their
concrete impact tends to be low. Codes of
ethics - like in ISO 31700-1:2023, Consumer
protection — Privacy by design for consumer
goods and services, ISO 26000, Social
responsibility or in ISO/IEC 15944-21:2023 -
and references to internationally recognized,
enforceable instruments and policy frameworks,
including for consumer protection, should be
included as part of the context and foundation
for more tangible and enforceable rule sets.

Finally, the application of Al to the design

and implementation of compliance systems

is another way to use “Al for Good”. Al could

be applied to business processes that are
burdensome and paperwork-heavy, such

as compliance and audit programs. Bringing

the cost and ease of administration of such
programs down is likely to increase their
adoption, which would be a net positive for both
businesses and consumers.
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7. Conclusion

International Standards can go a long way to deliver the technical
robustness, security and interoperability required to meet some
elements of consumer Al expectations and needs. They can also bridge
current regulatory gaps and enhance Al technology safety, transparency
and accountability. However, there are aspects of Al which make

it challenging for IS to address effectively as they enter the scope

and realm of public policies and human rights. Here, extra caution

must be exercised in designing and implementing IS processes and

implementation.

For International Standards to be trusted and
realize the promise of filling in for current
regulatory gaps while more harmonized,
interoperable governance systems emerge,

it is paramount that International Standards
align themselves with global and regional
governance principles and meaningfully
involve and consider societal and stakeholder
voices to build safeguards, accountability

and contingency systems in case of default.
To build consumer and societal trust in
International Standards development and use,
it is going to be key to enshrine accountability,
transparency and remediation mechanisms in

collaboration with representative stakeholders.

In this way, International Standards can help
build technical systems that will be viewed

to maximize the opportunities in emerging

Al technologies, while reducing the complex,
wide-ranging Al risks. This is also key to
guarantee interoperability down the road and
futureproof IS as new governance systems
emerge, with a view to upholding the vision of

ISO standards accepted and used everywhere.

The strength of ISO Standards lies in their
multistakeholder participation, and the
consumer stakeholder’s voice is important for
the continual development and improvement
of these standards on Al. The consumer
stakeholder can, for example, bring use cases
that demonstrate the real-time impact of Al
technology in people’s everyday lives and point
the way towards their beneficial use. The key
is to bring Al into the interface between the
consumer and the product, to identify gaps in
the “last mile” of product or service delivery.

ISO’s Committee on consumer policy ISO/
COPOLCO is our forum for bringing the
consumer voice into standards, with tangible
impacts, such as the publication last year of
ISO 31700, Privacy by design of consumer
products, which originated with COPOLCO. It
is important to acknowledge the importance
of consumer advocacy and work hand-in-
glove with Consumers International and other
concerned organizations to support ISO’s vision
to make life easier, safer and better.

28 ISO/COPOLCO review of the current artificial intelligence (Al) regulatory landscape and recommendations for ISO work from a consumer perspective



=N,
1. '\:Iél:EHH

GG (L, JEEE DAIICH T BEfFE=—X D—Ef & /= /=8I B A i
HIGERFENE, tFalTr, HEEFEZEL T S L TAELREZR-LET F
7=, BEF DREHIF o TELED, AT DE L, ZE, HBEFZEIET S
ELABEICHGYET , LHVL7EDS, AlIZIE, ZFBEPOAEDRERIZR5T=0, IS
B REIIZHI T S ARG E D BHYFET o COLI=FIEIZ DLV T/, ISD
TOtRXEERDRE - FWHIZH T, HIDDEEEUILESHYFET

ERBENMEESN, KYRANOEN-HEEER
HDHEIHNF VRV AT LNHIET S5 T, 1§
HEDRFN DX vy TEIBHHEVNSEFTEERRT S
=I21%, BRI HASLUHBOA/NNF
ARANZEEL, HEORT—IRILET—DFEE
RHMIERYAH, BETSHLET, FETRD
REE, HASHE, BAKAISVRATLEEET
HIENBHTEETY  EFREORAFKLER
12 2HEBRELHASDEBEEHICIE R
KGR T—IRILT =B AL, SRBAEE, &3
4, FLTREANZALEREILTHENREL
UET, COLIIT, EFFREIE Ei TLELRAI
DROEERLGENS, FEAIRMOEEEZRKIE
THRERLGEINDEM AT LOEEICEMT S
ZENTEFT, ChITFE:, FEWLGHREERY
EHERL, FEEANFT VRS RATLAHIRT 50
T, HhoW 35 TRITANLN, EFHRSN SISO
HBHROEDaVEHEBLLENS, BRIV RAT LD
KHEHERTD-HILEETT,

ISOMEDEMA L, BHLBAT—IHRILE—DS I
HY, HEBETHIRAT—IHRILT—DERIE, AllC
B9 5N DHREOBFTHLERHRKLREICLS>TE
BETT . HAE HEEXRT—IHRILE—IL, Al
BAROBEEFICUTIVIALTRIZTEESETT
A—RT—RERTERL, TOEREFRAZEERTC
ENTEFT . EELDIL, HEELERZDAIUE—D
I—RICAIZEAL, HEPH—ERDREIZHTS
[SARIAIINZBITEX vy TE=HEETHIETT,

ISONEEZBBEREZR R THAHISO/COPOLCOIL,
HEEDODFERKICRBRSED=ODITF—FLTH
Y, BEEFEITEINIISO 31700 HEM B LU Y —E
ADT AN — - THAL 1D &1, BRI
BRZLITFTWFEY HEEEEOEEMETEL,
HEZERBECZTOMOBERAKERTIEREL,
AFEIYEFTRETEIYVRVEDITT HELVSISO
DEDIVEXRADENEETT,

28 ISO/COPOLCOIZ &2 5 N LanfiE (A1) MM OBUR L & = — L A AN S OISO ~ D



Annex - Future Extensions

Artificial intelligence technology, standards, and regulations are
developing fast. ISO/COPOLCO should be vigilant in being informed by
extending the work started by this paper on a regular basis to support
its consumer constituents and their voices. Some of the areas that could
be extended are:

Review the current state-of-the-art, identify

and report developments that are of interest to

consumers

Survey the regulation landscape to identify
potential impacts on consumers

Report on progress of implementation of
recommendations in this paper

Report on extent of success in supporting
ISO/COPOLCO’s priority on Al

Updates on consumer organization, regional/
national and sectoral perspectives on the
impact of Al

Provide periodic reports and presentations
of the above to consumer constituents and
ISO/IEC/ITU partners

The Task Group will also consider making a
recommendation on whether the development
of a Guide (e.g., Development of Al Standards
— How to Address Consumer Issues) is needed
and feasible

ISO/COPOLCO review of the current artificial intelligence (Al) regulatory landscape and recommendations for ISO work from a consumer perspective
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About ISO

ISO (International Organization for Standardization) is an
independent, non-governmental international organization
with a membership of 175* national standards bodies.
Through its members, it brings together experts to share
knowledge and develop voluntary, consensus-based,
market-relevant International Standards that support
innovation and provide solutions to global challenges.

ISO has published more than 26 000* International
Standards and related documents covering almost every
industry, from technology to food safety, to agriculture
and healthcare.

The ISO Committee on consumer policy (COPOLCO) is

a policy development committee that aims to enhance
consumer protection by proposing standards and related
policy initiatives, promoting consumer participation in
standards development, and building members’ capacity.
Established in 1978, COPOLCO advises the ISO Council
on policy and standards-relatedmatters from a consumer

perspective. Learn more on: iso.org/copolco.html

*Qctober 2025

ISO website: www.iso.org
( A ISO newsroom: www.iso.org/news
R ISO videos: www.iso.org/youtube

Follow @isostandards on social media
in X f
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