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Executive Summary

This provides a summary of the content and
conclusions of the paper. The paper reviews

the issues (both challenges and opportunities) that
artificial intelligence (Al) poses for consumers and
provides some guidance and recommendations

for collaboration and action to ensure consumer
needs and protection are considered in developing
Al-related ISO standards.

The paper sets out various definitions for artificial intelligence (Al) and
presents the ISO definition for Al. This paper represents a snapshot of issues
of interest at its publication. A list of areas of potential future work on artificial
intelligence related to consumer interests and rights is presented in the
Annex.

1. 1ISO’s ongoing work on Al

The paper outlines that ISO’s work on Al has primarily been carried out

by (non-exhaustive list): ISO/IEC JTC 1/SC 42, Artificial intelligence, with
supporting work also conducted by several other committees, including
JTC 1 Subcommittees 40 Governance and Service Management,

and Subcommittee 41 loT with future supporting work planned in
Subcommittee 44, Consumer protection in the field of privacy and design.

Relevant standards created by these committees include

ISO/IEC 42001:2003, Information Technology — Artificial intelligence -
Management system, ISO/IEC 25059:2023, Software engineering — Systems
and software Quality Requirements and Evaluation (SQuaRE) — Quality model
of Al systems, ISO 31700-1:2023, Consumer protection — privacy by design
of consumer products and services, and ISO/IEC 20000-1:2018, Information
technology — Service management.
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2. Al and consumers

The paper identifies that the challenge for Al is
to harness its potentially incredible power while
mitigating serious harm.

The challenge requires adequate management, governance, and regulation
to reap benefits and ensure they are equitably spread, all while protecting
everyone from potential harm and abuse. The paper identifies standards as
one of the key tools to achieve this.

2.1 Opportunities of Al in areas of consumer
interest

Al can unleash potential benefits in a number of areas that directly and
indirectly touch consumer interest. These include (non-exhaustive list):

- Scientific and medical research and treatment support

« Enhanced access to information and communication

« Access to generative Al tools and their outputs, such as digital artwork
« Agriculture and food security improvements achieved via technology

- Safer and better goods and services

«  Work and business productivity improvements through the use of Al
tools and task automation

« Safer public spaces via crime-stopping and prevention technologies
« Improved access to education, health, care and other basic services

- Sustainability, climate change, disaster risk reduction, biodiversity
protection
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2.2 Risks of Al in areas of consumer interest

The paper highlights some identified risks to humanity and consumers that Al
can cause, which are of interest to consumers (non-exhaustive list):

« Increased surveillance, data privacy violations, and cybersecurity
issues

- False content generation, fake news, deceitful information, deepfakes,
misinformation, and decision-making aid failure

« Machine learning algorithmic bias or inequality of access to Al
- Tracing, misuse and appropriation of consumer data

» Physical boundary concerns (with technology included in historically
analogue products or services)

« Competition issues and market power concentration
« Social and environmental sustainability concerns
« Abuse of consumer vulnerabilities and “emotional recognition”

« Legal uncertainty

T
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3. Current policy
and regulatory
developments in Al

The paper outlines several policy and legislative
processes underway at global, regional and national
levels.

3.1 Global developments

a) United Nations (UN)

In September 2022, the UN Secretary-General appointed a UN Envoy

on Technology. In September 2024, the Body published its “Final Report
Governing Al for Humanity”, which set out five key guiding principles for

Al governance systems. Further, United Nations Trade and Development
(UNCTAD) is the UN's lead agency on consumer protection and the custodian
of The United Nations Guidelines for Consumer Protection (UNGCPs). It

is intensifying calls for creating more awareness-raising and robust global
regulatory frameworks —including a new generation of consumer protection
policies — to ensure Al benefits everyone, not just some. The UN Office of the
Human Rights Commissioner (OHCHR) and the UN Educational, Scientific
and Cultural Organization (UNESCO) are also further supporting calls to
action and the development of international positions on Al.

b) International Telecommunications Union (ITU)

The ITU holds multi-UN agency global summits (since 2017) called
“Al for Good” to harness the potentially positive impact of Al towards the
achievement of the SDGs.

The ITU has more than 200 Al-related standards, either published

or currently under development. ITU holds that Al standards should
be developed in a coordinated way by world-leading standardization
organizations using established mechanisms like the World Standards
Cooperation, uniting IEC, ISO and the ITU.
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c) World Economic Forum (WEF)

The World Economic Forum recently established its Centre for the Fourth
Industrial Revolution. According to the WEF, the Fourth Industrial Revolution
represents a fundamental change in the way we live, work and relate to one
another. It is a new chapter in human development, enabled by extraordinary
technology advances commensurate with those of the first, second and third
industrial revolutions. These advances are merging the physical, digital and
biological worlds in ways that create both huge promise and potential peril.
The speed, breadth and depth of this revolution are forcing us to rethink how
countries develop, how organizations create value and even what it means to
be human.

Within the Centre for the Fourth Industrial Revolution, there are 14 global
initiatives. The Al and Machine Learning Initiative is one of the most active
and prolific initiatives under the umbrella of the fourth industrial revolution. As
the WEF explores best practices and balanced solutions to the challenges of
technology, business, and society, the WEF is recognizing standards, the work
of ISO, and the work of JTC 1 as key influences to embrace in the process of
policy consultation and advancement with regard to Al and Al products.

3.2 Regional developments

a) Organisation for Economic Cooperation and Development (OECD)

The OECD has been particularly active in the field of Al, developing guidelines
for Al governance. The OECD has developed the OECD Recommendation on Al
(the “OECD Al Principles”), the first intergovernmental standard on Al adopted
in 2019 and revised in 2024. This Recommendation has also served as a basis
for the G20 Al Principles, also adopted in 2019.

b) European Union (EU)

In 2024, the EU passed Regulation (EU) 2024/1689, also called the “Al Act”,
that mandates member states to adopt harmonised rules as national legislation
on Al.

c) Association of Southeast Asian Nations (ASEAN)

In February 2024, the ASEAN issued its Guide to Al Governance and Ethics

to provide non-binding guidelines for governments and businesses in the
region as they develop and use Al systems. Building on this, in January 2025,
ASEAN launched the Expanded ASEAN Guide on Al Governance and Ethics —
Generative Al.
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d) Southern Common Market (MERCOSUR)

The MERCOSUR ministerial held in Brazil at the end of 2023 issued a
Presidential Declaration on democracy and information integrity in digital
environments.

3.3 National developments

National governments are adopting different approaches: while some

have promulgated privilege binding regulation and law along with the
precautionary principle, others are taking more of a voluntary, self-regulatory,
non-binding approach based on good practices rather than legal protections.
National Standards bodies (such as the SCC and BSI) have led extensive
work on the Al landscape from a consumer’s perspective of risk and return.
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Views from consumer
organizations on Al

The paper briefly reviews the positions and
recommendations on Al governance and
standardization of representative consumer
organizations.

4.1 Consumers International (Cl)

In its campaigns and publications, Cl draws attention to the serious
implications of un- or ill-governed Al for consumer safety and digital fairness.
Cl identified four priority areas to build a vision of consumer-fair Al:

- Transform digital markets so they are open and accessible for all.
« Establish and maintain high benchmarks for consumer protection.
« Develop inclusive and representative governance frameworks.

« Guarantee that redress and representation are available, respected
and enforced.

Based on its review and vision for a consumer-fair Al future, Cl recommends
ambitious policies and mandatory, enforceable regulatory interventions to
reduce harmful practices.

4.2 The European consumer voice in
standardisation (ANEC)

According to ANEC, International Standards can deliver the technical
robustness, security, and interoperability required to meet some of the
consumer Al expectations and needs. However, International Standards
should not be used to define or apply fundamental rights, legal or ethical
principles, because it is unclear how these can be adequately transposed
into technical standards. International Standards should, therefore, limit
themselves to defining technical requirements and should not enter the area
of public policy, all while respecting existing regulations.
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4.3 National consumer organizations

Publications and views are summarized from consumer organizations in
Norway, the USA and the United Kingdom.
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Key Recommendations
for ISO work on Al from
a consumer perspective

The paper provides a set of Key Recommendations
for ISO work on Al from a consumer perspective.

These are:

5.1 Refer, respect, support and defer to existing international and
regional public principles, standards and legislation. International
Standard developers can build on the existing work, recommendations
and frameworks of international, global and regional organizations and
national legislations, ensuring that they keep the standards up to the
maximum possible level of protection to make Al safe, fair and inclusive
for consumers, stakeholders and humanity at large.

5.2 Build on existing, inclusive governance experiences to draw
comprehensive risk management systems.

5.3 Prioritize consumer data protection and privacy, human
autonomy, informed choice and human backup, along with strong
safeguards at all times.

5.4 Embed inclusion and addressing structural inequalities in
International Standard design, including to boost sustainable
development.

5.5 Effective, future-proof International Standards require robust,
systematic and meaningful stakeholder engagement of all affected
interests. If all voices are to be heard and International Standards
are to be used and trusted everywhere, then there cannot be ad hoc
cherry-picking of stakeholder interest representatives.

5.6 Strengthening Al Standards Compliance and Al Regulatory
Enforcement. Ensuring adherence to Al-related standards by adopters
requires robust compliance mechanisms. ISO could explore alignment
with compliance entities to encourage adoption by businesses through
certification schemes, compliance audits, and incentives. Some
national and regional Al regulatory frameworks are incorporating Al
standards; ISO should consider some coordination with regulatory
entities in such efforts to bolster the positive impact of Al standards.

5.7 Enhance Consumer Education, Al Literacy, and Knowledge Sharing.
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Next steps for collaboration
and action

The last part of the paper provides six actions
proposed by ISO/COPOLCO.

1. ISO/IEC JTC1/SC 42, Artificial intelligence should consider the above-
mentioned recommendations of ISO/COPOLCO (section 5 of this paper)
when drafting International Standards

2. 1SO/COPOLCO and ISO/IEC JTC1/SC 42, Artificial intelligence should
strengthen and make their dialogue and collaboration systematic, also
following up on a presentation made by the COPOLCO Secretariat to the
ISO/IEC JTC1 leadership about COPOLCO's activities

3. 1SO/COPOLCO should develop a comprehensive mapping of Al standards-
related activities and a timeline for consumer awareness, which they can
use to support the ISO/IEC JTC1 SCs Al standardization activities and
provide timely input

4. 1SO/COPOLCO encourages the nomination of additional consumer
representatives in the working groups of ISO/IEC JTC1/SC 42.
ISO/COPOLCO plans to develop further relevant recommendations to
meet the complex challenges of consumer protection in Al.

5. Itis also recommended to gather further information from CI, ANEC,
ECOS and other COPOLCO and ISO liaison organizations and COPOLCO
members about consumers’ experiences with Al and recommendations
for fair, inclusive, safe Al-related standardization

6. Although code of practice standards have been evoked as one of the
ways to address consumer-related Al concerns, the fact that such codes
are not adopted or enforced by businesses of any size when they are
standalone documents means that their concrete impact tends to be low.
Some integration with Al International Standards could be a remedy and is
worthwhile to investigate.
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Conclusion

The paper proposes that International Standards can
go a long way in delivering the technical robustness,
security, and interoperability required to meet some
elements of consumer Al expectations and needs.

They can also bridge current regulatory gaps and enhance Al technology
safety, transparency and accountability. However, some aspects of Al make
it challenging for International Standards to address effectively as they enter
the scope and realm of public policies and human rights. Here, extra caution
must be exercised when designing and implementing International Standard
processes.

An Annex identifies several future extensions of this work which
Y ISO/COPOLCO may undertake.
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